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Abstract

Network-aware content delivery is an attractive ap-
proach to mitigate the problems produced by the significant
fluctuations of the available bandwidth present in today’s
Internet. Such network-aware application require informa-
tion about the current condition of the network to adapt
their resource demands. Such information can be obtained
at the network level, the transport protocol level, or di-
rectly by the application. This paper compares two kinds
of application-level monitoring (at the sender and receiver
side) and transport-level monitoring with regard to their
ability to provide useful information to network-aware ap-
plications. Our results indicate that transport-level mon-
itoring can effectively and efficiently satisfy the need for
timely and accurate bandwidth information. This observa-
tion has direct implications for protocol/OS design: It is
desirable to widen the transport layer API to allow the ap-
plication efficient access to network status information re-
quired for adaptation.

1 Introduction

Current best-effort networks create a challenge for ap-
plication developers that want to provide predictable per-
formance to users. The effective performance realized in a
network that consists of many heterogeneous links and that
is subject to congestion can vary dramatically over time and
space. Applications that aim to deliver a response in a fixed
time interval are in a difficult position.

Recently, a number of researchers have proposed
network-awarenessas a mechanism to bridge the wide per-
formance gaps and to cope with the significant bandwidth
volatility that may be encountered. A network-aware ap-
plication adapts its content delivery in response to net-
work conditions so that the application’s demands do not
exceed the bandwidth available (to this application). In

times of network resource shortage, objects are dynamically
transcoded to reduce the amount of data that must be trans-
mitted. A number of network-aware applications have been
implemented and provide evidence that network-aware con-
tent delivery is capable of adapting to the varying supply of
bandwidth.

Since network-aware applications can be deployed in
the current network infrastructure (without requiring the
introduction of new service models like differentiated ser-
vices [1] or reservations [17]), they are an attractive way
to deal with the bandwidth heterogeneity and fluctuations
observed in current networks. To adapt to changing net-
work conditions, an application needs information about the
current network status. In this paper we investigate differ-
ent options onhow to gather network status information.
Our focus is on providing information to a single applica-
tion even in the absence of a network infrastructure like Re-
mos [8, 6].

Gathering data is the first step in a chain that allows an
application to adjust its behavior. Other important issues are
how an application can use measurements of the current net-
work status to extrapolate into the future and how to model
and select appropriate adaptation strategies. These topics
are beyond the scope of this paper – here we concentrate on
the basic question of where to collect measurements. The
nature of our investigation requires that we use extensive
simulation. Wherever possible we have used traces (or con-
straints) from a real-life network-aware image server[14] to
guide our investigation. The user can control the transfer of
the images by specifying a limit on the response time. The
network-aware image server tries to deliver the relevant im-
ages on time by adapting the quality (size) of the images,
if necessary. Trading quality for response time, the server
tries to maximize the quality of the images delivered within
the time frame allotted by the user. At the core of the server
is a feedback loop that adjusts the size of each object; for
each object, a separate transcoding decision is possible. The
model and the implementation assume that transcoding in-



curs a latency, which depends on object properties, and that
transmission and transcoding of objects can proceed in par-
allel.

2 Techniques for bandwidth monitoring

There exist three basic approaches to collect information
that can be used to estimate the bandwidth that is (or will
be) available to an application:

Application-level monitoring. Obviously, the application
is in a good position to monitor the bandwidth it gets.
Monitoringcan be done either at the sender or at the re-
ceiver: e.g., a sender can monitor how fast it can pump
data into the network1, and a receiver can monitor at
which rate the data is delivered by the network.

Transport-level monitoring. Since congestion-controlled
transport protocols gather a number of performance
metrics to adapt the transmission rate of a connection
such that it matches the current congestion state in the
network, they have most of the information needed by
a network-aware application readily available. E.g.,
for TCP, the current congestion window and round-trip
time are readily available. Other metrics such as loss
rate, number and duration of timeouts, etc. can easily
be determined. Recently, models have been proposed
that use such transport-level information to estimate
the bandwidth of a single TCP connection [10, 13, 5].
However, this information is currently not available to
an application.

Network-level monitoring. A wealth of useful informa-
tion can be collected at the network level by tools such
as Remos [8, 11, 9]. Such approaches can also reveal
useful information beyond the current bandwidth, e.g.,
topology information.

Of these three approaches, we do not pursue network-level
monitoring further in the context of this paper. We want to
investigate how network-aware applications can obtain in-
formation even in the absence of an infrastructure like Re-
mos, because there are many environments (e.g., WANs, In-
ternet) where such infrastructure support cannot be counted
on.

The followingsections answer the questions: How do the
these monitoring techniques compare in terms of efficiency
and quality (accuracy and timeliness) of the bandwidth in-
formation? How difficult it is to implement a transport-level
monitor?

1With a congestion-aware transport protocol, this rate is constrained by
flow and congestion control.

2.1 Monitor architecture

To allow for an unbiased comparison of the overheads
incurred by the different approaches to information collec-
tion, these approaches must be integrated in a single moni-
toring architecture. An integrated architecture ensures that
our conclusions about the efficiency of the different mon-
itoring techniques are not disturbed by differences in the
implementation. Furthermore, to compare the different ap-
proaches with respect to the accuracy of the bandwidth in-
formation, the system must allow a connection to be moni-
tored with multiple techniques simultaneously.

These requirements lead us to pursue a two-tier approach
for our monitor architecture.Sensorsare responsible for
the collection of raw network status and performance sam-
ples.Observercomponents are responsible for application-
oriented functionality, e.g., for aggregating performance in-
formation of connections sharing a network path, or form-
ing bandwidth estimates from the raw performance sam-
ples. Figure 1 depicts an overview of the components of
the monitor architecture.

An observer component is realized as a daemon (ob-
servd) that can be run on any host in the network. The ob-
server manages and caches the state and performance infor-
mation of multiple active connections simultaneously. The
daemon accepts and processes various types of messages,
e.g., messages that indicate the “arrival” or the “departure”
of a connection (registerandunregister), and messages that
deliver performanceupdatesfrom the sensors. The observer
can be queried both for bandwidth estimates for individual
connections, or for estimates on the aggregate bandwidth
of multiple connections between two hosts (getinfo/info).
Multiple applications may share an observer component.

Sensors are conceptually simple components that collect
raw performance data, encapsulate the data in update mes-
sages, and send the messages to the observer that processes
the performance updates. There are different types of sen-
sors that collect raw, network-oriented performance data—
one sensor for each alternative of information collection.
In Figure 1, the different types of sensors are highlighted
with different degrees of shading. The sensors communi-
cate withobservdby means of UDP messages.

2.2 Information collection

Application-level, sender-based information collec-
tion is performed by the sensor denoted asapp-snd.
Application-level, receiver-based information collection is
done by theapp-rcv sensor. Information collection at the
application-level is achieved by wrapping the send and re-
ceive functions of the socket API. These wrapper functions
update the total count of bytes sent or received and record
a timestamp. If the time passed since the last update mes-
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Figure 1. Simple monitor architecture that integrates different approaches to information collection.

sage has been sent to the observer exceeds 1= f , where f is
the sampling frequency, then a new performance report is
generated.

Information collection for transport-level monitoring is
implemented by a layered architecture and must be co-
located with the sending application. The three layers of
the approach (see Figure 1) include a few hooks in the TCP
stack, a loadable kernel module (LKM) termedtcpmon, and
a user-level daemon process (tcpmond). The rationale be-
hind this layered construction is that we want to introduce
as little changes to the TCP stack as possible2 and still get
access to all the information needed to model the band-
width available to a TCP connection. We implemented our
prototype in NetBSD 1.3, which has a standard and well-
documented TCP stack [16].

A few hooks (call-backs) are installed at appropriate
places in the TCP stack, so that asynchronous events such as
timeouts, etc. can be recorded3. When the LKM is loaded,
the hooks are installed and TCP calls back the kernel mod-
ule to update state information held there. Otherwise, TCP
operates as if unchanged.

The LKM implements the call-back functions, manages
the association between TCP control blocks and the per-
formance data for the TCP connections, and exportssystem
callsto allow sending applications to register and unregister
TCP connections to be monitored and to query the status of
all the monitored connections (getinfo()). getinfo()returns
a list of identifiers (of monitored connections) and a list of
performance samples (one per connection).

tcpmonduses this system call to periodically obtain up-
to-date status information.tcpmondthen encapsulates the
performance data in an update message which is dispatched
to the observer where the TCP throughput models are ap-
plied to estimate the bandwidth available to each of these

2In particular, changes to kernel data structures (TCP control block) are
avoided completely.

3The information required to model the throughput of a TCP connec-
tion is [13, 5]: round-trip time, loss rate, the average duration of a timeout,
the receiver’s strategy to generate acknowledgments, and the receiver win-
dow size.

connections. Note, with this setup, the performance sam-
ples of multiple connections are delivered toobservdin a
“batched” manner.

The changes to the TCP stack required to make
transport-level monitoring work are very small. In total,
the NetBSD 1.3 TCP stack comprises 13 files and a total
of 5565 lines of code. Only 50 lines of code in 4 files had to
be added to install the call-backs. The LKM is also a small
piece of software of 850 lines of code [2].

3 Comparison of monitoring techniques

This section compares the monitoring approaches with
respect to the efficiency of the information collection pro-
cess, and the quality (accuracy and timeliness) of the band-
width information.

Bandwidth monitoring should impose as little overhead
on the network and the end-system(s) as possible. We ex-
pect monitoring overhead to be dependent on the the (tar-
geted) sampling frequency, and the number of connections
that must simultaneously be monitored. Timeliness depends
on the frequency and regularity with which performance in-
formation is obtained. The (effective) sampling frequency
is limited by the overheads incurred by monitoring.

The issue ofaccuracy has been addressed in earlier
work [3, 13, 5]. [3, 2] show that transport-level monitoring
can accurately model the bandwidth available to an appli-
cation (the model error is smaller than 20% for 75% of the
connections traced in a 6-month Internet experiment [4, 3],
and smaller than 50% for 99% of the connections). More-
over, the TCP models [13, 5] capture the (intrinsic) behav-
ior of long-running connections and are able to model the
available bandwidth even early in a connection. Therefore,
these models may better suit the needs of bandwidth predic-
tion than application-level bandwidth estimates that exhibit
larger fluctuations.



3.1 Evaluation methodology

Since both efficiency and timeliness seem to depend on
how well the monitor copes with load, we conduct a simple
experiment to study the different approaches under vary-
ing levels of load, where load is determined by the number
of connectionsn that are monitored simultaneously and the
frequencyf with which performance reports are generated.

We run the following experiment. A 200 MHz Pentium
Pro PC running NetBSD 1.3 (with our TCP modifications)
acts as the server machine. A dual-processor 300 MHz
SPARC Ultra 4 system running SunOS 5.6 serves as the
client machine. The two hosts are connected with a 100
Mbit/s switched Ethernet.observdis co-located with the
server. The client machine startsn client processes simul-
taneously. Each client process connects to the server and
requests transmission of 100=n MB. The client specifies the
method for monitoring (app-rcv, app-snd, or tcpmon) and
the sampling frequencyf , which determines how often the
sensor of choice must generate performance reports.

In our experiments, we vary the sampling intervalδt =
1= f between 0.05 and 2.0 seconds, and choose the num-
ber of parallel connectionsn from the setf5;10;20;40g.
We run 10 experiments for each combination ofn, δt, and
method of information collection.

3.2 Efficiency

Since the number of performance samples that must be
collected and processed each second is equal for all the
monitoring techniques and is given byn � f , we compare
the techniques’ efficiency based on the overhead incurred
by a single performance sample.

Figures 2 (a)–(d) plot the average overhead incurred (at
the observer) by a sample as a function of the sampling in-
tervalδt for different numbersn of connections. Two types
of costs are reported, the total per-sample costs of informa-
tion collection (solid lines) and the processing costs for a
sample (dashed lines). The processing costs are included in
the total costs. The costs reflect the user and system CPU
time consumed. The total per-sample costs are obtained by
dividing the CPU consumption ofobservdfor the whole ex-
periment by the number of all the performance samples that
are processed. The per-sample processing costs are mea-
sured for each performance sample individually and cover
the time needed to process and log the information con-
veyed in the update message.

The most important aspect to note in Figures 2 (a)–(d) is
thattcpmonincurs considerably lower total costs per sample
than the application-level approaches. This discrepancy can
mainly be attributed to the fact thattcpmonincurs consid-
erably smaller communication overheads: the performance
samples of alln connections are “batched” intcpmon. That

is, the performance samples of alln connections are aggre-
gated and communicated toobservdin a single update mes-
sage. This behavior is in contrast toapp-sndandapp-rcv
where each performance report must be processed individ-
ually (because they are generated by different applications).
The effect of this “batching” is reflected by the decrease
in the total per sample costs as the number of connections
increases. This decrease implies that the constant cost of
generating and communicating such a batched performance
sample is amortized over larger numbers of connections.
This argument also explains why the application-level ap-
proaches exhibit significantly larger differences between to-
tal and processing costs thantcpmon.

Figures 3 (a)–(c) present the same data organized by
monitoring technique. In addition, these figures show er-
ror bars that indicate the confidence interval for the mean at
a confidence level of 95%.tcpmonscales significantly bet-
ter thanapp-sendandapp-rcvas the number of connections
is increased.

The results are summarized in the first two columns of
Table 1. The averages (µ) reported are taken over all the
experiments conducted, i.e., over all combinations ofn and
δt. The confidence interval (at a confidence level of 95%) is
[µ�e95;µ+e95].

To assess the overhead of information collection in the
kernel we experiment with a modified version ofobservd
that includestcpmond. In this version, the performance up-
dates are communicated fromtcpmondto observdby means
of procedure calls instead of UDP messages. We find that
the difference between the total costs (174µs) and process-
ing costs (135µs) per sample is very small, which indicates
that information collection in the TCP stack and the LKM
is efficient and incurs small overheads (� 39µs per sample
and connection).

Another efficiency aspect worth discussing is that
application-level, receiver-based monitoring incurs consid-
erable network overhead (n � f � size(update) � 25� n � f
bytes per second), whereas the other approaches (app-snd
andtcpmon) incur no network overhead.

3.3 Timeliness

Bandwidth estimates must be provided in a timely fash-
ion, i.e., a bandwidth monitor must detect and report
changes in available bandwidth quickly. Timeliness primar-
ily depends on the frequency with which performance infor-
mation is obtained. The (effective) sampling frequency is
limited by the monitoring overheads (see above). Another
important aspect of timeliness iswhenthe samples arrive,
i.e., whether they are regularly spaced or not. Ifk perfor-
mance samples arrive per second and all thek performance
samples arrive in a time frameδt � 1 second, then all sam-
ples except for the most recent sample are useless for the
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Figure 2. Cost per sample.
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Figure 4. Timeliness of the bandwidth information.



(a) app-rcv

(b) app-snd
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Figure 3. Cost per sample, organized by mon-
itoring technique.

application and simply waste end-system and network re-
sources. We use the interarrival time between successive
performance samples for a connection to describe the reg-

(a)app-rcv

(b) app-snd

(c) tcpmon

Figure 5. Timeliness of the bandwidth infor-
mation, organized by monitoring technique.

ularity of sample arrivals at the observer. We compute the
distribution of interarrival times for an experiment and re-
port the 10-, 50-, and 90-percentile divided by the (targeted)



sampling intervalδt. A ratio of 1 means that the samples are
spaced exactly with the targeted sampling intervalδt.

Figures 4 (a)–(d) plot these ratios as a function ofδt
andn for different a number of connections. We find that
application-level monitoring witnesses considerable devia-
tions from the targeted sampling intervals. The median in-
terarrival time is up to a factor three larger than intended
for large numbers of connections and high sampling fre-
quencies. Furthermore, the application-level approaches
experience considerable variation in the interarrival times as
can be seen from the 10- and 90-percentiles4. In contrast,
transport-level monitoring very accurately matches the tar-
geted sampling intervals for all combinations ofn and f .
Furthermore, the variability is negligibly small. And as the
number of connections is increased,app-sndand app-rcv
exhibit an increase in variability. The 90-percentile for these
monitoring techniques increases significantly.

To allow easy comparison with Figure 3, Figures 4 (a)–
(d) depicts these data organized by monitoring technique.
These figures emphasize the property oftcpmonto produce
evenly spaced measurement samples. The findings about
timeliness are summarized in the last two columns of Ta-
ble 1.

3.4 Discussion

To summarize, we have shown that the effectiveness of
network-aware applications depends considerably on the
timeliness and accuracy of bandwidth information. We have
demonstrated that the need for accurate and timely infor-
mation about network resource availability can both effec-
tively and efficiently be satisfied with transport-level moni-
toring. Furthermore, transport-level monitoring compares
favorably with application-level monitoring as far as the
timeliness of the bandwidth estimates and the overhead in-
curred by monitoring are concerned.

Our experience with a prototype monitoring system
demonstrates that the implementation of a transport-level
monitor requires only minimal changes to existing proto-
col stacks and should be simple to incorporate in the design
of new transport protocols. Our findings also imply that
a simple widening of the protocol API suffices to provide
network-aware applications with the information about net-
work status sought.

4Note that application-level monitoring adapts the delivery of update
messages to the transmission rate of application data. This observation in
part explains the large variation in interarrival times experienced. Even if
we use strict feedback generation (at the targeted sampling frequency) for
application-level monitoring, we see smaller, but still significantly higher
variation than with transport-level monitoring. However, the overheads of
such a strict feedback generation scheme are considerably higher [2].

Figure 6. Bandwidth traces of three Internet
transfers exhibiting considerable volatility.

4 Accurate and timely feedback

How sensitive is model-based adaptation to the accuracy
of the bandwidth information? The effectiveness of adap-
tation presumably depends on two factors: the delay of the
feedback loop and the accuracy of the bandwidth informa-
tion. The shorter the delay, the better the application will be
able to track changes in the network. We suspect that inac-
curate information can degrade performance by having the
application adapt needlessly, and by having the application
select an incorrect operating point.

4.1 Accuracy

To study the sensitivity of network-aware delivery to
the accuracy of the bandwidth estimation in realistic sce-
narios (exhibiting varying degrees of bandwidth volatil-
ity), we conduct the following experiment. We pick three
traces with different levels of volatility out of a set of 4148
TCP connections obtained from a large-scale Internet ex-
periment [4, 3]. Figure 6 shows the three bandwidth traces
used for the experiment. The trace “ETH–Linz” represents
a high, “Linz–MIT” a medium and “ETH–Palo Alto” a low
volatility scenario. Although the bandwidth traces exhibit a
wide range of volatility, the connections achieved approxi-
mately the same average bandwidth. We use a request for
which the image server returns 25 JPEG images totaling
1.03 MB and set the time limit to 15 seconds. We vary
the degree of errore introduced in the bandwidth estimates,
wheree= 100� (bwestimated� bwactual)=bwactual. Each ex-
periment is repeated 5 times.

Figure 7 plots the average relative deviation from the
time limit (a) and the average performance loss (b) as a
function of the errore introduced in the bandwidth esti-
mates. The error bars depict the confidence interval for the
mean at a 95% confidence level. In the cases with low and
medium bandwidth volatility, we find that under-estimation



Cost [µs] Timeliness (sample interarrival time/sampling interval)
Processing Total Variability

µ e95 µ e95 median 10% 90%

app-rcv 330 7 759 16 1.4 0.9 5.1
app-snd 286 5 639 13 1.4 0.9 4.4
tcpmon 128 2 284 7 1.0 1.0 1.1

Table 1. Comparison of monitoring techniques: summary of results.

(a) Relative deviation from time limit (in %) (b) Performance loss (= 100%�bandwidth utilization).

Figure 7. Application performance as a function of inaccuracy of bandwidth estimation.

of the bandwidth results in the transfers finishing consid-
erably ahead of time. Consequently, bandwidth utilization
suffers badly due to overly conservative adaptation deci-
sions. On the other hand, over-estimation does not seem
to have a negative impact, neither timewise nor in terms of
bandwidth utilization. To the contrary, it may even lead to
improved performance compared to experiments conducted
with e= 0%. However, caution must be applied when in-
terpreting these results. If the time limit is shorter and/or
the number of images requested is smaller, then the flex-
ibility to react to the effects of consistent over-estimation
decreases rapidly and so does performance.

Considering the experiments with high bandwidth
volatility we see quite different effects, in particular as far
as bandwidth utilization is concerned. The curve named
“ETH–Linz” in Figure 7 (b) indicates that inaccurate band-
width estimates are problematic in situations with highly
fluctuating bandwidths. Bandwidth utilization is quite sen-
sitive to even small changes in the accuracy of the estimates.
The error bars are wider than for the less volatile bandwidth
traces. Although no clear trend is discernible how utiliza-
tion develops with increasing inaccuracy of the bandwidth
estimates, it is important to note that performance problems
are likely to arise if the bandwidth estimator performs badly.

In summary, we find that the effects of inaccurate band-
width estimates depend on the volatility of the bandwidth
available. Network-aware delivery is not overly sensitive to
the accuracy of bandwidth estimates (in particular for low

and medium levels of bandwidth volatility). However, sig-
nificant performance penalties may have to be witnessed if
bandwidth estimates are inaccurate. This problem seems to
be exacerbated in situations with highly fluctuating band-
widths. As a consequence, network-aware applications can
benefit considerably from accurate bandwidth estimators.
How accurate would such an estimator have to be? The
results from the experiments suggest that anaccuracy of
�10�20% should suffice to stay within�10% of the time
limit.

4.2 Timeliness

To study the effects of untimely (delayed) feedback we
conduct experiments similar to the experiments above. We
introduce varying degrees of delay into the feedback loop.
The details of the experiments and the results have been re-
ported in earlier work [3]. We briefly reiterate the funda-
mental results because they further support the findings in
Section 4.1. The results indicate that the model-based adap-
tation is not extremely sensitive to delays in the feedback
loop and that delayed bandwidth information doesnot nec-
essarilyresult in lower performance. However, the results
also demonstrate that considerable performance penalties
mayhave to be witnessed as the bandwidth estimates be-
come less timely.



4.3 Discussion

The performance problems that inaccurate and untimely
bandwidth estimates can cause are aggravated if bandwidth
fluctuates heavily. As a result, we conclude that timely and
accurate bandwidth estimation is important to the efficacy
of network-aware applications. This paper discusses the
questions of timeliness and accuracy of the feedback sig-
nals only in the context of the models for network resource
availability. However in many application scenarios, other
aspects, e.g., host load, must be considered as well, and sim-
ilar considerations aboutaccuracy and timeliness apply.

5 Related work

Network resource information that is obtained by a mon-
itor can subsequently be used in a prediction system like
NWS (the Network Weather Service) [15]. But we are
aware of only three aspects of previous work that discuss
the structure of resource monitors for network-awareness
and its implications on system and/or operating system de-
sign.

To make efficient use of the scarce and often widely fluc-
tuating network resources available to mobile clients, No-
ble et al. [12] advocate a collaboration between operating
system and application (on such mobile devices) to support
concurrency of network-aware applications. Thereby the
applications have a say on the (adaptation) policy, but as
they cannotaccurately measure their environment (because
of concurrency issues), they must rely on system support
and centralized resource management to resolve conflicts
between applications.

Fox et al. [7] propose the use of scalable network ser-
vices to solve the problem of scalability that infrastructural
transcoding proxies witness when large numbers of users
request network-aware content delivery services. Our study
did not investigate the influence of high loads (caused, e.g.,
by numerous requests) on the result; the basic assumption of
network-awareness is that the network is the bottleneck. For
scenarios with different limitations, other techniques must
be explored.

Lowekamp et al. [9] argues that network-level resource
information provides acurate and economical information
about the properties of network resources. There is com-
pelling evidence to exploit network-level information in the
context of a system like Remos that can obtain additional
benefits from network level information. However, without
the infrastructure, it is not clear how network-level informa-
tion can be obtained; the paper reports data only for LAN
experiments. In the Remos system, information for WAN
connections is obtained through benchmarks [11].

6 Conclusions

To allow the network-aware application to make low-
overhead adaptation decisions, the application requires ac-
cess to information that is readily available in today’s pro-
tocol stacks but is currently not exported (or exposed) to the
application.

Network-awareness is (and will continue to be) impor-
tant to mitigate the problems incurred by the heterogene-
ity and the significant fluctuations of the available band-
width present in the Internet. Timely and accurate in-
formation about network status is instrumental in making
well-founded adaptation decisions. Transport-level moni-
toring can effectively and very efficiently satisfy the need
for timely and accurate bandwidth information. We find that
transport-level monitoring is simple to implement and com-
pares very favorably to application-level monitoring. These
observations have direct implications for protocol/OS de-
sign: it is desirable to widen the protocol API to allow ap-
plications efficient access to the network status information
required for adaptation.
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