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Abstract

Remos provides resource information to distributed ap-
plications. Its design goals of scalability, flexibility, and
portability are achieved through an architecture that allows
components to be positioned across the network, each col-
lecting information about its local network. To collect infor-
mation from different types of networks and from hosts on
those networks, Remos provides several collectors that use
different technologies, such as SNMP or benchmarking. By
matching the appropriate collector to each particular net-
work environment and by providing an architecture for dis-
tributing the output of these collectors across all querying
environments, Remos collects appropriately detailed infor-
mation at each site and distributes this information where
needed in a scalable manner. Prediction services are in-
tegrated at the user-level, allowing history-based data col-
lected across the network to be used to generate the predic-
tions needed by a particular user. Remos has been imple-
mented and tested in a variety of networks and is in use in
a number of different environments.

1 Introduction

The Remos system was designed to provide resource in-
formation to distributed applications. While designing Re-
mos, we considered the needs of many different applica-
tions and the capabilities of a range of networking and com-
puting environments. In this paper, we present the archi-
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tecture of the Remos system and describe how it addresses
these problems. The ability of Remos to support resource
measurement in a variety of environments and for a variety
of applications makes it an appropriate measurement tool
for Grid environments.

The design and implementation of Remos addresses the
issues of scalability, flexibility and portability needed to
support applications in a variety of environments.

� Scalability: Resource monitoring in distributed sys-
tems necessarily involves many machines, a large net-
work infrastructure, and many users. Beyond that,
however, is the question of scale of a system. To
support applications that have wide-area requirements,
high-performance cluster requirements, or some com-
bination of both, Remos must be able to provide an ap-
propriate level of detail to meet the information needs
of the application without swamping the application
with information unnecessary to its requirements.

� Flexibility: Different users require different types of
information. For example, synchronous multiprocess-
ing, real-time video, and bulk data transfer have dis-
tinctly different bandwidth, latency, and loss require-
ments, and require that information across different
timescales.

� Portability: The variety of operating systems, network
architectures, and hardware found in different environ-
ments mandates a portable solution that is not specific
to any one technology. Even standardized measure-
ment techniques may require alternatives when those
techniques are not supported.

Remos is being used in on a regular basis by several
groups: the Aura Project (CMU), QuO (BBN), the HiPer-
D Testbed (NSWC and S/TDC), CACTUS (University of
Arizona), and the Desiderata Project (Ohio University). A
number of other sites are also exploring the use of Remos.
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Figure 1. Overview of the components in the
Remos architecture.

These projects are quite diverse, both with respect to the
networks they use and the application information needs.
Our evaluation along the “portability” and “flexibility” di-
mension is in part based on interactions with these users.

This paper describes how the design of Remos addresses
these challenges. In Section 2, we describe the general ar-
chitecture of Remos. Section 3 describes the techniques
used by Remos to implement the architecture. Section 4 de-
scribes other work related to Remos and discusses Remos in
terms of the Grid Monitoring Architecture proposed by the
Grid Forum. Section 5 evaluates how the design and imple-
mentation of Remos meet the original design goals. Finally,
Section 6 discusses the lessons learned in the development
of Remos as well as issues that still require further work.

2 Architecture

An overview of the Remos architecture is presented in
Figure 1. The Remos architecture divides the services
needed betweencollectors, modelers, andpredictors. The
Remos API, which is exposed to applications, is imple-
mented only in the Modeler. This design allows consid-
erable flexibility in varying the design of the other compo-
nents.

2.1 Collectors

The collectors are responsible for acquiring and consol-
idating the information needed by the application. Collec-
tors can use a variety of methods of collecting information,

e.g. they may incorporate or controlsensorsthat perform
the actual measurements, but from an architectural view
they have a single function: collect information and for-
ward it on to the Modeler. For scalability reasons, collec-
tors can be organized in a hierarchical fashion (Figure 1).
At the lowest level, collectors are responsible for collect-
ing information about specific networks. For example, a
local collector is responsible for obtaining performance in-
formation about its LAN. Global collectors are responsible
for obtaining performance information about the networks
connecting LANs. Local or global collectors at remote sites
can be contacted to obtain information about those remote
sites.

The Master Collector is responsible for gathering infor-
mation from different collectors and coalescing it into a re-
sponse to a modeler’s query. The Master Collector main-
tains a database of the locations of other collectors and
the portion of the network for which they are responsible.
When a request comes from a modeler, the Master Col-
lector queries the appropriate collectors and replies with-
out revealing that the response was obtained from multiple
collectors. Using this technique, it is possible to build sev-
eral layers of collectors. For example, the remote collector
in Figure 1 might be another Master Collector that in turn
contacts a variety of local collectors when queried about its
network.

One important advantage of this architecture is that it
blurs the line between inter- and intra-site measurements.
Because the collectors assume responsibility for contacting
remote sites and for aggregating all available information
into a single response, neither the Modeler nor the applica-
tion must determine whether the query concerns nodes at
a single site or at remote sites or consider the most appro-
priate measurement technique. If the WAN link is the only
bottleneck along the path of the query, then the appropriate
measurement will automatically be returned.

2.2 Modelers

Modelers provide the Remos API to the application and
communicate with a collector to obtain information needed
to respond to queries made through the API. Because the
collectors exist only to obtain network resource informa-
tion, the Modeler is responsible for the processing neces-
sary to convert this information into a form of interest to the
application. For example, the available bandwidth along a
path may be provided by the collector as several separate
measurements, but the Modeler reports only the bottleneck
available bandwidth to the application. Similarly, if an ap-
plication makes a topology query, the Modeler performs ad-
ditional processing on the topology returned by the collector
to eliminate unnecessary information and present the topol-
ogy to the application in a more manageable form.
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If a prediction is needed, the Modeler also acts as the
intermediary between the collectors and the prediction ser-
vice.

2.3 Predictors

Predictors are responsible for turning a measurement his-
tory into a prediction of future behavior. Predictors can op-
erate in a client-server mode, turning a vector of measure-
ments into a single vector of predictions, or in a streaming
mode, transforming a stream of measurements into a stream
of (vector-valued) predictions. The advantage of the client-
server form is that it is stateless, while the advantage of the
streaming mode is that a single model fitting operation can
be amortized over multiple predictions. The trade-offs be-
tween the two modes are complex and both are useful in
practice.

Figure 1 shows how client-server predictors fit into the
Remos architecture. This location is the appropriate choice
for several reasons. First, because Remos collects informa-
tion on a component basis and later assembles it into a sin-
gle response, prediction often cannot be done at the lower
layers. For example, if the behavior of different resources
were correlated, as might commonly be found among net-
working components, then predicting their behavior inde-
pendently before aggregating the result would lose infor-
mation. Secondly, because it is possible to specify differ-
ent options for prediction, such as the amount of history
to consider, the time granularity, or time in the future for
which a prediction is needed, it is sometimes difficult to per-
form predictions at a lower layer before the application’s re-
quest is known. Finally, prediction can require a substantial
amount of computational power, and this architecture al-
lows us to place the burden of performing these predictions
near the particular application requesting the prediction.

For environments where predictions can be shared,
streaming predictors offer the ability to amortize the cost
of prediction over several consumers. Streaming predic-
tors operate in tandem with collectors. For example, a col-
lector may periodically measure load on a particular host,
choosing its sampling rate as appropriate for the dynamics
of the host. As each sample became available, it would be
fed to a directly attached streaming predictor. The collec-
tor would then make these predictions available to modelers
that were interested. Although this aspect is not integrated
into the current Remos implementation, being able to chose
between client-server and streaming predictors may be a
significant feature for supporting both a variety of applica-
tions and minimizing unnecessary work where appropriate.

3 Implementation in Remos

The current implementation of Remos is diagrammed in
Figure 2. This figure illustrates how the various collectors
used by Remos interact when used in a grid-like environ-
ment. In the remainder of this section we discuss the Remos
components in more detail.

3.1 Collectors

The motivation and design of the overall collector archi-
tecture is described in a paper by Miller and Steenkiste [19].
In this section we briefly describe the main features of the
different Remos collectors.

Collectors can be classified along three primary axis:

� How they collect information.Collectors in Remos
either use SNMP to collect information directly from
routers and switches, or they use explicit benchmark-
ing.

� The type of network they are responsible for.Remos
has collectors for local-area and wide-area networks,
and a collector for wireless LANs (802.11) is under
development. The network type affects critical param-
eters such as what what information is interesting (e.g.
latency is rarely of interest in a LAN), level of traffic
aggregation (can affect prediction), and administrative
privileges of the collector (can limit the use of SNMP).

� How the collector operates.The two primary modes
are on-demand, i.e. the collects information when it
receives a request, or periodic, i.e. the collector col-
lects information at periodic intervals. We expect all
collectors to aggressively cache information to reduce
overhead. Remos collectors typically operate in peri-
odic mode, since this offers better user response time.

3.1.1 SNMP Collector

The SNMP Collector is the basic collector upon which Re-
mos relies for most of its network information. SNMP is a
database protocol designed to provide network administra-
tors with direct access and control over the status of network
devices. These features can also be used to obtain network-
level information about topology and performance directly
from routers and switches. Because the SNMP Collector
has direct access to the information the network itself stores,
this collector is capable of answering the flow and topology
queries that require an understanding of the details of the
network’s structure [19]. The SNMP Collector operates on
routed networks (level 3).

An SNMP Collector is assigned to monitor a particular
network, generally an IP domain corresponding to a uni-
versity or department. Because SNMP agents are normally
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Figure 2. A detailed illustration of how the components of the Remos architecture are connected.
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components they monitor are not shown.
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only accessible from local IP addresses, this provides a nat-
ural partitioning for the location of the SNMP Collectors.

The SNMP Collector initially monitors the network on
an on-demand basis. It waits for queries, then explores and
begins monitoring the network components needed to re-
spond to that query. Once it begins monitoring parts of the
network, it will continue with periodic monitoring to col-
lect history of that network for use in predictions. A logical
extension for the collector would be to configure it to begin
monitoring specific resources at startup, for use in a com-
putational center, etc.

The first and most complex step the SNMP Collector
must take upon receiving a query is topology discovery. Us-
ing the IP addresses of the nodes in the query and the routers
they are configured to use, the collector follows the route
hop-to-hop between each pair of nodes in the query. The
collector caches previously discovered routes, so it must
only follow new routes until it reaches a previously explored
route.

Once the collector has discovered the routes used be-
tween the nodes, it queries the routers along the path for the
link bandwidth between each pair of routers. It then peri-
odically monitors the utilization of each segment by query-
ing the octet counters for each interface on the routers. By
default, the utilization is monitored every five seconds, al-
though this is a configurable parameter.

The final responsibility of the SNMP Collector is repre-
senting the network with a virtual topology graph. When
the collector discovers nodes connected to a shared Ether-
net, or connected to routers it cannot access, it represents
their connection with a virtual switch. In the case of shared
Ethernet, this switch can be annotated with the bandwidth
capacity and utilization of a shared Ethernet, representing
its functionality with a standard graph format.

The SNMP Collector is implemented with Java threads,
so it is capable of monitoring a number of routers and re-
sponding to many queries simultaneously.

3.1.2 Bridge Collector

The SNMP Collector by itself is only capable of moni-
toring level 3 routed networks. While many research net-
works, as well as campus networks are connected using
only routers, the majority of LANs are implemented using
level 2 switched Ethernet. Although the techniques used
by the SNMP Collector for monitoring link capacity and
utilization are identical on routers and switches, Ethernet
switches to not provide explicit topology information as is
provided by the IP routing tables. To collect this informa-
tion, the Bridge Collector is used to determine the topol-
ogy of the Ethernet LAN through queries to the forwarding
database in the Bridge-MIB of each bridge or switch [18].

At startup, the Bridge Collector queries all components

of a bridged Ethernet to determine its topology, then stores
this information in a database. When a query is made to the
SNMP Collector, the Bridge Collector provides it with the
portion of the level 2 topology that is needed to fulfill the
query, such as providing the path between pairs of nodes, or
between a node and the edge router of the Ethernet LAN.
Once it has the topology information, the SNMP Collector
can collect dynamic information from the switches, and will
cache the topology of that portion of the Ethernet network.

In general, bridged Ethernet networks have fairly static
topologies. However, over the lifetime of the network, we
expect that new nodes might be added to the network, or
existing nodes may move. Extremely rarely, a switch may
be moved or an additional switch added. In wireless net-
works, however, a mobile node may move between basesta-
tions much more frequently, which will change its location
in the topology. To account for this node movement, the
Bridge Collector must monitor the location of nodes on the
network continuously. The location of a host can be moni-
tored merely by checking its forwarding entry in the bridge
to which it is connected. Verifying the location of bridges
and switches is somewhat more difficult, however, we do
not anticipate bridges or switches being moved frequently
in typical networks.

3.1.3 Benchmark Collector

While SNMP offers excellent information, Remos gener-
ally cannot obtain SNMP access to network information for
WANs or other networks where the Remos administrator
does not have an account on a machine. In that case, we
fall back on a Benchmark Collector, that does explicit test-
ing to determine the performance characteristics of the net-
work. A Benchmark Collector is run at each site where an
SNMP Collector is. When a measurement of performance
between multiple sites is needed, the Benchmark Collector
exchanges data with the Benchmark Collector running at
the other site of interest. By measuring the rate at which
the data travels across the network, the Benchmark Collec-
tors determine the performance of the links connecting the
network and report this information to the Master Collector.
Details and analysis of this implementation, in particular, is
described by Miller and Steenkiste [19]. This technique is
similar to the techniques used by NWS [33].

The collectors’ Java implementations and their reliance
on the SNMP standard and simple benchmarks have made
them very portable, running on a wide variety of host archi-
tectures and supporting most network components.

3.1.4 Master Collector

Because SNMP and Benchmark Collectors monitor only a
particular portion of the network, distributed applications
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cannot obtain all of their information from these collectors.
The Master Collector is designed to solve this problem. De-
spite the name, a different Master Collector is used in each
network where Remos applications are running.

The Modeler used by the Remos application submits a
query to its Master Collector. The first task for the Master
Collector to solve is identifying the IP networks and sub-
nets needed to answer the query, along with the associated
SNMP and Benchmark Collectors for those networks. The
Master Collector identifies the networks containing hosts
used in the query, as well as any intervening networks con-
necting those with the hosts. The database used is very simi-
lar to the SLP directory, and SLP may be used by the Master
Collector in the near future [29].

Once the relevant networks have been identified, the
Master Collector divides up the query and passes the rel-
evant portion to the collectors responsible for the identified
networks. When the responses are received from those col-
lectors, the Master Collector combines them into one single
response and returns that response to the Modeler that made
the query.

3.2 Modeler

The Modeler provides the API to the user and communi-
cates with the local Master Collector to obtain the informa-
tion needed to answer the user’s query. It is single-threaded
and communicates with the Collector over a TCP socket, us-
ing a simple ASCII protocol. Once it receives the response
from a collector, it is also responsible for inserting virtual
switches to simplify the topologies returned by the collec-
tor. Because currently only topologies are exchanged be-
tween the Modeler and collector, the Modeler also performs
max-min flow calculations on the Collector’s topologies to
determine solutions to flow queries. By connecting a differ-
ent Modeler to each application, the modeler architecture
provides the flexibility needed to support the information
needs of different applications by allowing the information
obtained from the Collector to be interpreted and predicted
in different manners according to the application. The Mod-
eler is implemented in both C and Java.

3.3 Predictor

If predictions are necessary, the Modeler uses Dinda’s
RPS Toolkit [9]. The relationship between RPS and Remos
is somewhat complex, as each is an independent system.
In this context, RPS provides prediction services and host
measurement services to Remos, while Remos provides net-
work measurement services to RPS. Remos can use RPS’s
client-server interface for general purpose predictions, and
its streaming interface for predictions about hosts and flows
for which streaming predictors have been instantiated.

In the current implementation, Remos relies on RPS
collecting data itself to establish the performance history
needed to make predictions. RPS does this through a host
load sensor and a network flow bandwidth sensor (the latter
is itself a Remos application). This is due to a limitation in
the first protocol designed for use with the collectors. We
are transitioning to an XML over HTTP protocol that will
allow the modeler to query the collectors for a history of
resource measurements. In this architecture, the collectors
will be responsible for maintaining history information for
each component they monitor, and will thus be able able to
use RPS’s client-server interface as well.

Currently, RPS’s time series prediction library includes
the Box-Jenkins linear time series models (AR, MA,
ARMA, ARIMA), a fractionally integrated ARIMA model
which is useful for modeling long-range dependence depen-
dence such as arises from self-similar signals, a “last value”
model, a windowed average model, a long term average
model, and a template that creates a periodically re-fitting
version of any model. More details on the implementation
and performance characteristics of these models are avail-
able elsewhere [9].

While RPS’s model selection is quite extensive, cover-
ing almost all approaches to linear time series prediction, it
does not yet include nonlinear models such as TARs. The
choice of models (system identification) is a complex topic
in general [1, 4, 5, 28] and also within the context of dis-
tributed systems. We have found AR models of order 16 or
better to be appropriate for prediction of host load [10], de-
spite load’s complex behavior [8]. Others have also found
that simple models are sufficient for host load [32]. Once
a model has been chosen, fitted to historical data, and is in
use, its error must be monitored to verify that the fit con-
tinues to hold. In RPS, this continuous testing (done by the
evaluator) is used to decide when the model must be refit.
In contrast, the Network Weather Service uses similar feed-
back to decide which of a set of models to use next in a vari-
ant of the multiple expert machine learning approach [31].

4 The Grid and related work

Grid-based distributed computing has brought about the
need for systems that monitor and predict both application
and resource information. In addition to Remos, a number
of systems have been developed that address various infor-
mation needs of grid applications [21, 26, 27, 31]. One of
the principle differences between Remos and these systems
is that Remos was intended to provide applications with
end-to-end data derived from component sensors across the
network, and integrate these measurements with traditional
sensor-based data and end-to-end benchmarks.

While other projects have developed techniques to de-
rive Internet topology [11, 15, 20, 24], Remos is the first
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to integrate LAN topology information with performance
measurements. Because the link-sharing found on LANs
can have a profound influence on an application’s perfor-
mance, providing this information as well as site-to-site per-
formance measurements has proven useful for predicting
application performance.

Research into resource prediction has focused on deter-
mining appropriate predictive models for host behavior [10,
22, 32], and network behavior [2, 12, 30]. The RPS toolbox
used by Remos incorporates many of the models studied by
this research. RPS is also available as an independent tool
for other research requiring predictive models.

One of the products of the Grid Forum is the Grid Mon-
itoring Architecture [25], which is being developed by the
performance working group. In this architecture each Col-
lector is a producer. The Master Collector is a joint con-
sumer/producer, as its responsibility is to contact the other
collectors as a consumer, before aggregating the informa-
tion together and providing it to another layer. Although
we view the Modeler as a consumer, it could also be an-
other joint consumer/producer, providing end-to-end per-
formance predictions using the component data available
from the collectors as a service to other applications. In the
Remos architecture, the collectors also implement a limited
form of directory service to locate each other. The direc-
tory service of the GMA would be natural to use for this
purpose.

Overall, we find that the Remos architecture is quite
compatible with the GMA, and should interoperate well
with other monitoring systems once appropriate interfaces
are designed. The biggest challenge presented by Remos
is describing the information available through it in the di-
rectory service. Because Remos provides end-to-end data
derived from component-level data, it would be difficult to
describe all possible measurement pairs in the directory ser-
vice. However, several solutions to this problem have been
discussed by the Grid Performance Group and others, there-
fore we are confident that the GMA’s directory service will
support Remos well when fully developed.

Associated with the format of the GMA is the method
used to store grid information in the first place. Significant
discussion is ongoing about the advantages and disadvan-
tages of a hierarchical approach, such as MDS-2 [6], or a
relational approach [7]. Both proposals present models that
are capable of associating Remos with the resources it mon-
itors, which is the fundamental requirement Remos has for
a directory service.

5 Evaluation

The flexibility and portability aspects of Remos have
been discussed in other Sections, especially Section 3.
Here, we discuss scalability and functionality results for the
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different Remos components and the system as a whole.

5.1 LAN scalability

In a first set of experiments, we look at the response time
of the SNMP Collector deployed in the local area network
in the School of Computer Science at CMU. The network
is a very large bridged network and in the experiments, the
Bridge Collector is already running and the SNMP Collec-
tor periodically collects dynamic information for all nodes
in its cache with a period of 5 seconds.

Figure 3 shows how the response time increases with the
number of nodes specified in the query. For all measure-
ments, most of the elapsed time is spent in the SNMP Col-
lector. There are three scenarios:

� Cold cache: the SNMP Collector has just started up so
it has no information on either the static topology or
the dynamic performance metrics.

� Mixed: the SNMP Collector has some cached informa-
tion, namely the result from the previous query (typi-
cally about 1/2 or 1/3 of the data).

� Warm cache: the SNMP Collector has both the static
and dynamic data in its cache.

We can make a number of observations. First, it clearly
pays off to cache information. The warm-cache results are
a factor of three or more better than the cold cache re-
sults. Second, the worst case cost of a cold cache query
is O(N2). However, we implemented a number of opti-
mization that reduce the cost, especially for large N; the
measurements show the effect. Finally, the cost of warm-
cache queries should beO(N). We see that the cost actu-
ally grows faster, probably because of increasing memory
requirements which reduce execution efficiency.
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5.2 SNMP Collector accuracy

We ran an experiment on our private networking testbed
to determine the accuracy of the SNMP Collector in track-
ing changes in network bandwidth. We used Netperf to gen-
erate bursts of TCP traffic of varying lengths between two
endpoints on our testbed. The endpoints were separated by
two 933MHz routers running FreeBSD. The SNMP Col-
lector was set up to gather data about the links between
these hosts at several different sampling intervals: 5 sec-
onds, 2 seconds, and one second. Figure 4 compares the
end-to-end bandwidth reported by Netperf with the band-
width reported by the SNMP Collector measured in 2 sec-
ond intervals. Figure 5 shows Netperf bandwidth compared
to bandwidth measured by the SNMP Collector at 5 second
intervals.

There is a fairly good match between the results. The
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Figure 6. CPU usage of RPS-based host load
prediction system as a function of measure-
ment rate. The appropriate AR(16) predictive
model is being used.

expense of tracking bandwidth more closely can create in-
consistencies in the data and put added strain on network
routers. In practice, we’ve found that a sampling interval of
5 seconds seems to be a good default for most applications.

5.3 RPS evaluation

The RPS prediction error is highly dependent on the
characteristics of the data that is to be predicted and the
prediction horizon. For host load, AR(16) predictors pro-
duce one-second-ahead error variances that are 70% lower
than raw signal variance, and provide benefits out to at least
30 seconds. Much more detail on host load prediction is
available elsewhere [10]. RPS also characterizes its own
prediction error, and that characterization is usually quite
accurate regardless of the data. This in large part due to the
feedback in the system.

RPS prediction systems have quite low latencies and
overheads, and can operate at high rates. The RPS-based
host load prediction system that the Remos Modeler cur-
rently interfaces with has a latency from measurement to
prediction of 1-2 ms and can operate at a rate in excess
of 700 Hz on a 500 MHz 21164 Alpha machine. Fig-
ure 6 shows CPU usage of this system, using the appropriate
AR(16) model, as a function of the measurement rate. At 1
KHz the CPU is saturated and the latency grows. At the
normal 1 Hz rate, CPU and network usage is negligible.

In a separate experiment, we were able to run a Remos
query for a single flow at about 14 Hz using the SNMP Col-
lector, which itself typically makes SNMP queries at a1=5
Hz rate. At such rates, the overhead of RPS with an AR(16)
or similar predictive model is in the noise.
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Figure 7. CPU time needed to fit/init and
step/predict different RPS predictive models.

However, the resource demands of an RPS system are
drastically affected by the model used in prediction. RPS’s
models vary over four orders of magnitude in their compu-
tational costs. Figure 7 shows the costs involved with using
some of the different models. These are broken down into a
“fit/init” cost, which is the cost to fit the model to a sequence
of samples (600), and a “step/predict” cost, which is the cost
to push one new sample through the fitted model, producing
one set of predictions. The variation in cost is important be-
cause the appropriate predictive models for other kinds of
resources (network bandwidth, for example) are unknown
at this time.

In a streaming implementation, such as in the host load
prediction system, the fit/init cost can be amortized over
multiple samples. However, to do this RPS must keep
around per-stream state, and must pay the step/predict cost
every time a new measurement becomes available. In the
client-server interface that RPS also provides to Remos, the
fit/init and step/predict costs are paid every time a query is
made. However, the RPS request-response prediction sys-
tem is stateless and computation happens only in direct re-
sponse to queries. A more detailed evaluation of the over-
heads of RPS is available elsewhere [9].

5.4 Mirrored server experiment

One simple use of Remos is to help applications choose
a remote server based on available network bandwidth. We
have written a simple application that reads a 3MB file from
a server after using network information obtained from Re-
mos to choose the best server from a set of replicas [19].

We ran two sets of mirror experiments: one that used
remote sites with good network bandwidth, and another ex-
periment using sites with poor bandwidth. For the first ex-
periment, we ran the application at Carnegie Mellon and
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servers at Harvard, ISI, Northwestern University (NWU),
and ETH. Averaged over all 108 trials, we observed an av-
erage throughput of 2.03 Mbps from Harvard, 2.15 Mbps
from ISI, 4.11 Mbps from NWU, and 1.99 Mbps from
ETH. For the second experiment, we ran the application at
Carnegie Mellon and the servers at the University of Coim-
bra, Portugal (average throughput 0.25 Mbps), the Univer-
sity of Valladolid, Spain (average throughput 1.02 Mbps),
and the third server was run on a machine in Pittsburgh con-
nected via a DSL link with a maximum upstream bandwidth
of 0.08 Mbps. We ran 72 trials using the poorly connected
sites.

In order to be able to evaluate the quality of the Remos
information, we modified the application to read the file
from all three servers, starting with the server that, accord-
ing to Remos, has the best network connectivity. In the first
experiment using well connected sites, Remos chose the re-
mote site that ended up having the fastest transfer rate 83%
of the time. Figure 8 shows the difference in throughput be-
tween the 1st place site Remos chose and the other 3 sites.
The left half of the graph shows the throughput when Re-
mos chose the best site, and the right half of the graph shows
the throughput when Remos did not choose the fastest site.
The second bar in each group shows effective bandwidth for
the site Remos chose. This bandwidth includes the time it
took to get an answer back from the Remos system.

In the second experiment, which used sites that were not
well connected to CMU, Remos chose the remote site that
ended up having the fastest transfer rate 82% of the time.
Figure 9 shows the difference in throughput between the 1st
place site Remos chose and the other 2 sites. As in Figure 8,
the left half of the graph shows throughput for when Remos
chose the best site, and the right half shows throughput for
when it didn’t. The second bar in each group once again
shows the effective bandwidth for the site Remos chose.

We included the effective bandwidth measurement to
show that even though it takes some time to consult Remos
to choose a server, performance is still better than choosing
one of the slower sites. These experiments also show that
using Remos to pick a site is effective even when all of the
sites have poor connectivity.

5.5 Application Experiment—Video transfer

In the previous example, Remos used the available band-
width as a metric. This metric, however, does not always
directly correspond to the metric in which the application
is interested. For example, the quality of a video applica-
tion that downloads and plays the video in real time may
be rated by the number of correctly received frames at the
client [14]. This experiment shows how the Remos metric
corresponds to such an application-defined metric.

For the experiment, the video client is located at ETH.

average standard
Server Location bandwidth deviation
ETH Zurich 63.1 5.61
EPFL Lausanne 3.03 0.17
CMU 0.50 0.28
University of Valladolid, Spain 0.37 0.28
University of Coimbra, Portugal 0.18 0.07

Table 1. Server location, the available band-
width and the standard deviation, measured
by Remos.
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Servers from which the videos can be downloaded are
placed at different locations in Europe and the U.S (see Ta-
ble 1). The video server is able to adapt the outgoing video
stream to the available bandwidth by intelligently dropping
frames of lower importance [14]. It thereby maximizes the
numbers of frames that are transmitted correctly.

The bandwidth of the local server at ETH is an order of
magnitude higher than EPFL, which in turn is an order of
magnitude larger than the others.

Before downloading a video, the client issues a Remos
query to measure the available bandwidth to all servers. It
then downloads the movie from the server with the best con-
nectivity. To compare the results, the client subsequently
also downloads the same video from all other sites in the
decreasing order of the available bandwidth. This experi-
ment was run several times within 24 hours with different
movies.

Figure 10 shows the number of correctly received frames
for each experiment. The server that is selected first accord-
ing to the bandwidth measurements by Remos is indicated

10



0

0.
1

0.
2

0.
3

0.
4

0.
5

0.
6

0.
7

0.
8

0.
91

0
5

10
15

20
25

30
35

tim
e 

[s
ec

]

bandwidth [Mbps]

1 
se

co
nd

 in
te

rv
al

, r
em

ot
e 

se
rv

er

1 
se

co
nd

 in
te

rv
al

, l
oc

al
 s

er
ve

r

2 
se

co
nd

 in
te

rv
al

, r
em

ot
e 

se
rv

er

2 
se

co
nd

 in
te

rv
al

, l
oc

al
 s

er
ve

r

10
 s

ec
on

d 
in

te
rv

al
, l

oc
al

 s
er

ve
r

10
 s

ec
on

d 
in

te
rv

al
, r

em
ot

e 
se

rv
er

lo
ca

l s
er

ve
r

re
m

ot
e 

se
rv

er

F
ig

ur
e

11
.

T
he

ba
nd

w
id

th
m

ea
su

re
d

by
th

e
ap

pl
ic

at
io

n,
av

er
ag

ed
ov

er
di

ffe
re

nt
tim

e
in

-
te

rv
al

s,
an

d
th

e
ba

nd
w

id
th

re
po

rt
ed

by
R

e-
m

os
.

by
a

la
rg

e
ci

rc
le

.
T

he
fig

ur
e

ex
cl

ud
es

th
e

re
su

lts
fr

om
E

T
H

an
d

E
P

F
L

be
ca

us
e

th
e

ba
nd

w
id

th
is

al
w

ay
s

hi
gh

er
th

at
th

e
ba

nd
w

id
th

re
qu

ire
d

by
th

e
ap

pl
ic

at
io

n.
If

E
T

H
is

in
cl

ud
ed

,
th

e
cl

ie
nt

al
w

ay
s

pi
ck

s
th

e
se

rv
er

at
E

T
H

.T
he

do
w

nl
oa

de
d

vi
de

o
do

es
no

t
lo

se
an

y
fr

am
es

.
If

E
T

H
is

ex
cl

ud
ed

,
th

e
sy

st
em

al
w

ay
s

se
le

ct
s

E
P

F
L

an
d

al
so

ge
ts

th
e

vi
de

o
w

ith
ou

t
dr

op
pe

d
fr

am
es

.
If

bo
th

E
T

H
an

d
E

P
F

L
ar

e
ex

cl
ud

ed
,

th
e

cl
ie

nt
-p

er
ce

iv
ed

qu
al

ity
co

rr
es

po
nd

s
to

th
e

re
po

rt
ed

ba
nd

-
w

id
th

in
90

%
of

th
e

ca
se

s,
i.e

.
th

e
cl

ie
nt

re
ce

iv
es

th
e

m
os

t
fr

am
es

co
rr

ec
tly

fr
om

th
e

se
rv

er
w

ith
th

e
hi

gh
es

t
ba

nd
-

w
id

th
.

In
th

e
2

ca
se

s
w

he
re

th
e

be
st

se
rv

er
is

no
t

pi
ck

ed
,

an
in

sp
ec

tio
n

sh
ow

s
th

at
th

e
se

rv
er

on
ly

se
nt

ab
ou

t
ha

lf
of

th
e

pa
ck

et
s,

pr
ob

ab
ly

du
e

to
a

hi
gh

lo
ad

on
th

e
se

rv
er

.
T

he
re

su
lts

sh
ow

th
at

th
e

av
ai

la
bl

e
ba

nd
w

id
th

co
rr

e-
sp

on
ds

w
el

lt
o

th
e

ap
pl

ic
at

io
n-

pe
rc

ei
ve

d
qu

al
ity

.
H

ow
ev

er
,

th
e

tw
o

w
ro

ng
pi

ck
s

in
di

ca
te

th
at

th
e

ba
nd

w
id

th
al

on
e

do
es

no
t

gu
ar

an
te

e
a

go
od

vi
de

o
do

w
nl

oa
d.

O
th

er
pa

ra
m

et
er

s
m

ay
in

flu
en

ce
th

e
do

w
nl

oa
d

as
w

el
la

nd
m

us
tb

e
ta

ke
n

in
to

ac
co

un
t.

F
ig

ur
e

11
sh

ow
s

2
ex

pe
rim

en
ts

in
de

ta
il.

T
he

sa
m

e
m

ov
ie

is
do

w
nl

oa
de

d
fr

om
2

di
ffe

re
nt

se
rv

er
s,

a
lo

ca
ls

er
ve

r
w

ith
a

hi
gh

-
ba

nd
w

id
th

co
nn

ec
tiv

ity
an

d
th

e
re

m
ot

e
se

rv
er

w
ith

a
lim

ite
d

ba
nd

w
id

th
.

E
ac

h
pa

ck
et

th
at

ar
riv

es
at

th
e

cl
ie

nt
is

tim
es

ta
m

pe
d

an
d

th
e

ap
pl

ic
at

io
n-

pe
rc

ei
ve

d
ba

nd
-

w
id

th
is

ca
lc

ul
at

ed
as

th
e

av
er

ag
e

ov
er

3
di

ffe
re

nt
tim

e
in

-
te

rv
al

s:
1,

2
an

d
10

se
co

nd
s.

T
he

do
w

nl
oa

d
fr

om
th

e
lo

ca
ls

er
ve

r
is

no
tl

im
ite

d
by

th
e

ba
nd

w
id

th
.

T
he

av
er

ag
e

ov
er

sm
al

li
nt

er
va

ls
sh

ow
s

th
at

th
e

ba
nd

w
id

th
re

qu
ire

m
en

ts
va

ry
ov

er
tim

e.
T

he
se

flu
ct

ua
tio

ns
ca

n
be

ex
pl

ai
ne

d
by

th
e

va
ria

tio
n

of
th

e
m

ov
ie

co
nt

en
t.

A
v-

er
ag

in
g

th
e

ba
nd

w
id

th
ov

er
a

la
rg

er
in

te
rv

al
sm

oo
th

s
th

e
va

ria
tio

ns
.

F
or

th
e

re
m

ot
e

se
rv

er
ex

pe
rim

en
t,

th
e

ba
nd

w
id

th
m

ea
-su

re
d

by
R

em
os

is
th

e
ho

riz
on

ta
l

lin
e

at
0.

15
M

bp
s.

T
hi

s
lin

e
co

rr
es

po
nd

s
w

el
lt

o
ba

nd
w

id
th

m
ea

su
re

d
by

th
e

ap
pl

i-
ca

tio
n

if
it

is
av

er
ag

ed
ov

er
a

la
rg

e
in

te
rv

al
.

T
he

10
se

co
nd

s
in

te
rv

al
co

rr
es

po
nd

s
to

th
e

tim
e

in
te

rv
al

th
at

R
em

os
us

es
to

m
ea

su
re

th
e

av
ai

la
bl

e
ba

nd
w

id
th

.
C

al
cu

la
tin

g
th

e
av

er
-

ag
e

ov
er

sm
al

le
r

in
te

rv
al

s
sh

ow
s

hi
gh

er
flu

ct
ua

tio
ns

.
T

he
re

po
rt

ed
ba

nd
w

id
th

do
es

no
t

co
rr

es
po

nd
w

el
lt

o
th

e
ba

nd
-

w
id

th
of

th
es

e
sm

al
li

nt
er

va
ls

.
T

hi
s

ex
pe

rim
en

t
de

m
on

st
ra

te
s

th
at

op
tim

al
re

su
lts

ca
n

on
ly

be
ac

hi
ev

ed
w

he
n

no
t

on
ly

th
e

m
et

ric
of

R
em

os
an

d
th

e
ap

pl
ic

at
io

n
co

rr
es

po
nd

,
bu

ta
ls

o
w

he
n

th
e

in
te

rv
al

ov
er

w
hi

ch
th

e
ba

nd
w

id
th

is
re

po
rt

ed
m

at
ch

es
th

e
va

ry
in

g
ne

ed
s

of
th

e
ap

pl
ic

at
io

n.
A

lth
ou

gh
R

em
os

is
no

tc
ur

re
nt

ly
ab

le
to

fu
lly

ad
dr

es
s

th
es

e
po

in
ts

,
th

is
ex

pe
rim

en
t

st
ill

sh
ow

s
th

at
R

em
os

is
w

el
la

bl
e

to
pr

ov
id

e
us

ef
ul

gu
id

an
ce

to
th

is
ty

pe
of

ap
pl

ic
at

io
n.

It
ca

n
he

lp
th

e
vi

de
o

cl
ie

nt
to

se
le

ct
th

e
se

rv
er

.
In

ad
di

tio
n,

it
m

ig
ht

si
m

ila
rly

be
us

ed
to

de
te

rm
in

e
al

te
rn

at
e

se
rv

er
s

an
d

ro
ut

es
fo

r
a

dy
na

m
ic

vi
de

o
ha

nd
of

f[
16

].

6
R

efl
ec

tio
ns

In
th

is
se

ct
io

n
w

e
tr

y
to

ca
pt

ur
e

w
ha

t
w

e
le

ar
ne

d
ab

ou
t

re
so

ur
ce

m
on

ito
rin

g
sy

st
em

s
in

th
e

la
st

fo
ur

ye
ar

s.
W

hi
le

th
es

e
co

m
m

en
ts

ar
e

of
co

ur
se

qu
ite

su
bj

ec
tiv

e,
w

e
ho

pe
ou

r
th

ou
gh

ts
w

ill
he

lp
ot

he
rs

w
or

ki
ng

in
th

e
sa

m
e

ar
ea

.

6.
1

W
ha

tw
or

ke
d

T
he

fir
st

st
ep

in
th

e
R

em
os

de
ve

lo
pm

en
t

w
as

th
e

de
fi-

ni
tio

n
of

th
e

R
em

os
A

P
I

[1
7]

.
T

he
A

P
I

su
pp

or
tsto

p
ol

og
y

q
u

e
ri
e

st
ha

tp
ro

vi
de

us
er

s
w

ith
ne

tw
or

k
ut

ili
za

tio
n

in
fo

rm
a-

tio
n

in
th

e
fo

rm
of

a
vi

rt
ua

lt
op

ol
og

y,
an

dflo
w

q
u

e
ri
e

st
ha

t
re

tu
rn

pr
ed

ic
tio

ns
of

th
e

pe
rf

or
m

an
ce

th
at

a
ne

w
flo

w
ca

n
ex

pe
ct

.
W

hi
le

th
e

A
P

I
su

pp
or

ts
se

ve
ra

lp
er

fo
rm

an
ce

m
et

-
ric

s,
ou

r
in

iti
al

im
pl

em
en

ta
tio

n
fo

cu
se

d
on

ba
nd

w
id

th
.

O
ur

ex
pe

rie
nc

e
su

gg
es

ts
th

at
th

es
e

w
er

e
th

e
rig

ht
de

si
gn

de
ci

-
si

on
s.

T
he

A
P

Ip
ro

vi
de

s
a

go
od

ba
la

nc
e

be
tw

ee
n

si
m

pl
ic

ity
an

d
am

ou
nt

of
in

fo
rm

at
io

n
pr

ov
id

ed
.

T
he

A
P

Iw
or

ks
fo

ra
ll

th
e

ne
tw

or
ks

w
e

ha
ve

en
co

un
te

re
d

so
fa

r,
i.e

.
it

is
ne

tw
or

k
in

de
pe

nd
en

t.
F

in
al

ly
,

ba
nd

w
id

th
is

by
fa

r
th

e
m

os
t

im
po

r-
ta

nt
m

et
ric

fo
r

m
os

ta
pp

lic
at

io
ns

.
U

nd
er

ne
at

h
th

e
fix

ed
A

P
I,

w
e

de
ci

de
d

to
us

e
a

sy
st

em
s

ar
ch

ite
ct

ur
e

th
at

w
as

m
od

ul
ar

an
d

ex
te

ns
ib

le
.

T
hi

s
ch

oi
ce

al
so

w
or

ke
d

w
el

l.
O

ur
in

iti
al

sy
st

em
co

ns
is

te
d

of
ju

st
an

S
N

M
P

C
ol

le
ct

or
,a

nd
la

te
rw

e
w

er
e

ab
le

in
co

rp
or

at
e

B
en

ch
-

m
ar

k,
B

rid
ge

,
an

d
M

as
te

r
C

ol
le

ct
or

s,
w

ith
ou

t
ch

an
ge

s
to

th
e

A
P

I.
B

ec
au

se
of

th
e

m
od

ul
ar

de
si

gn
,w

e
w

er
e

al
so

ab
le

to
us

e
di

ffe
re

nt
da

ta
ga

th
er

in
g

te
ch

ni
qu

es
fo

r
di

ffe
re

nt
ne

t-
w

or
ks

.
W

hi
le

be
nc

hm
ar

ks
ar

e
an

ef
fe

ct
iv

e
w

ay
of

co
lle

ct
-

in
g

ba
nd

w
id

th
in

fo
rm

at
io

n,
it

is
to

o
ex

pe
ns

iv
e

an
d

in
tr

us
iv

e
fo

r
m

an
y

ty
pe

s
of

ne
tw

or
ks

,
an

d
w

e
ne

ed
to

ut
ili

ze
m

or
e

lig
ht

w
ei

gh
tt

ec
hn

iq
ue

s
su

ch
as

th
e

S
N

M
P

C
ol

le
ct

or
.

11



Finally, our experience with host load prediction sug-
gests that it pays off to build on rigorous time series predic-
tion theory. This effort not only allowed us to leverage exist-
ing experience and tools, but it also had more concrete ben-
efits. For example, we can characterize variance, which ap-
plications need to make decisions based on the predictions.
One catch is that applying time series models requires col-
lecting periodic measurements, which is sometimes hard.
We are continuing to evaluate similar techniques for net-
work load.

6.2 What needs more work

We discovered that one of the most difficult challenges
in building a resource monitoring system is making the sys-
tem easily portable and robust across diverse environments.
Our goal is that Remos must be able to report resource in-
formation for any networked environment, with minimal, if
any, manual configuration. In practice, we discovered that
bringing up Remos in a new environment can be challeng-
ing. Problems range from: network features that we had not
encountered before (e.g. VLANs), and network elements
that were misconfigured or have non-standard features (e.g.
non-standard SNMP implementations). To some extend,
these portability problems should not be a surprise: there
are many network vendors and many ways to configure a
network, so this problem is inherently hard. A related issue
is that Remos currently assumes a fairly static environment,
so network failures and host movement can confuse Remos.
Improving the robustness and portability of Remos is an on-
going effort.

Remos currently relies on SNMP MIB and bench-
mark information. Many other sources of information
could be tapped, including measurements collected by ISPs
for traffic engineering purposes, application-level informa-
tion [23], and network information that is collected in
vendor-specific ways. Also, for certain types of networks,
such as shared Ethernets, we need better techniques for per-
formance prediction.

There are many ways in which the Remos system could
be improved. We are currently working on updating the
communication between Remos components. The initial
implementation used a simple text format that we would
like to replace with an XML format using HTTP as a com-
munication protocol. This change would give us much more
flexibility in the kinds of data we can exchange between
components, and it would also allow new collectors and
other pieces to be added more easily. In particular, the
XML format will enable us to send an entire history of net-
work measurements to the RPS subsystem for prediction
purposes.

As network technology advances, we must modify exist-
ing collectors or add new collectors to discover information

in networks with new kinds of protocols and hardware. In
particular, we are working on a new collector for wireless
networks, and improving our existing collectors to support
mobile hosts. A related extension is to allow the system to
operate though it may not know how to handle all the com-
ponents in a network.

Our Benchmark Collector could be improved by adding
support for other kinds of benchmarking programs, espe-
cially those that put as little load on the network as possi-
ble, and those that do not require both a source and a sink to
measure network information. We would also like to pro-
vide information about metrics other than bandwidth, for
example network jitter, which could benefit multimedia ap-
plications.

The current Remos system is able to provide a wealth
of information at a rate that suffices for many applications.
However, as processor and network speeds improve, appli-
cations may demand more frequent updates on the changing
environment. An issue that has not yet been explored is how
far this architecture scales in the performance domain – how
high a rate of requests could be satisfied.

Finally, there are a number of issues that we have not
looked at in depth, including an evaluation of techniques
for caching and sharing of prediction results, dealing with
non-TCP traffic (that claims to be “TCP-friendly”), and a
characterization of non-network effects that influence ap-
plication network performance.

6.3 When is Remos most useful?

Many applications (e.g., video streaming) only care
about the performance of a single flow between two nodes
that are currently exchanging data. In such cases, Remos
is probably overkill, because the application can get the re-
quired information more cheaply and more accurately by
monitoring its own performance [3]. However, for applica-
tions that have to select a server from a set of options, that
have to select and assign a set of compute nodes with certain
connectivity properties, or that have to make critical config-
uration decisions (e.g. to use remote or local execution, to
use video plus audio, or audio only), Remos provides ex-
plicit connectivity information that would be difficult and
expensive to collect otherwise [13].

We end up with a model of an adaptive application that
combines two types of adaptation using different informa-
tion sources. The application performs node and network
selection, and high-level self-configuration based on ex-
plicit, Remos-provided resource information. This type of
decision is typically made when the application starts up,
or, for long running applications, periodically during exe-
cution. During execution, the application can fine-tune its
performance based on direct measurements. This model is
in part driven by the cost of adaptation: adaptation that does
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not involve changes in node usage can be cheap and fast,
while changing nodes or high-level application configura-
tion will be more expensive.

7 Conclusions

The Remos architecture is designed to provide the in-
formation needed by Grid applications across many diverse
environments. Remos has been implemented and tested
in a variety of different networking environments and has
been used to support a variety of applications, thus demon-
strating the flexibility and portability needed for emerging
applications. We have used Remos to support both large
numbers of machines at a single site as well as to support
several sites simultaneously and find that the architecture
scales well. While our architecture differs somewhat from
the proposed Grid Monitoring Architecture (GMA), a com-
parison indicates both that Remos should interact well with
GMA-based monitoring tools and that the future develop-
ment and performance of tools such as Remos will be easily
supported within the framework of the GMA.

The availability of the Remos API allows application de-
velopers to address new aspects of the environment. With-
out sacrificing portability for performance (or vice versa), it
is now possible to develop applications that use information
about the status of the network to determine the next adap-
tation steps. The availability of and experience with the Re-
mos architecture backs up the claims made by the Remos
API and provides a practical demonstration that it is pos-
sible to find a workable compromise between the conflict-
ing objectives of functionality, performance, and portabil-
ity. As networks grow in complexity, and as efforts like the
Grid bring more application developers into this domain,
the interest in infrastructure systems like Remos is likely to
increase. Dealing with and obtaining performance informa-
tion will remain an important topic; Remos provides both a
set of abstractions and an architecture that have proven their
value in practical settings.
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