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Abstract code executes or in which multiple threads are active. Ip fac

We introduce a type system basediotervals objects rep- ina paraIIeI_context, even the re_lative ordering of program
resenting the time in which a block of code will execute. The statements is not fully exposed in the language itself. In a

type system can verify time-based properties such as when dYPical threading API, for exampléappens-beforeelations
field will be accessed or a method will be invoked. between statements in different threads are not declanéd, b

One concrete application of our type system is data-race r_athe.r come about as a side-effect of using library priragiv
protection: For fields which are initialized during one phas like S|gr_1als and locks. ) .
of the program and constant thereafter, users can designate The intervals mod_el [21] incorporates program time into
the interval during which the field is mutable. Code which € language as a first-class construct. iAterval is an
happens aftethis initialization interval can safely read the CPIECt representing the span of program time in which a
field in parallel. We also support fields guarded by a lock and C€t@in piece of code — such as a statement, method call,
even the use of dynamic race detectors. or asynchronous task — executes. Intervals are partially

Another use for intervals is to designate different phases ordered through _happens-be_foreelati(_)n. )
in the object's lifetime, such as a constructor phase. The  1he key contribution of this paper is a static type system

type system then ensures that only appropriate methods ardnat is aware of intervals and thappens beforeelation. We
invoked in each phase. focus on two concrete applications:

Categories and Subject Descriptors D.1.3 [Concurrent * Flexible Data-Race ProtectionOur system supports
Programming; parallel programming both lock-free and locked parallel patterns. Users can
. o choose which data-race protection scheme to use on a
General Terms  Design, Theory, Verification field-by-field, object-by-object basis. For example, some
. fields might be immutable after a specific interval has
1. Introduction elapsed, while others are protected by a lock and changed

The notion of time is central to reasoning about the correct-  continuously.

ness of programs. Most objects, for example, can only safely . controlled Object Initialization:Users can designate
be used after a designated construction period, which es- \hen and under what conditions fields and methods are
tablishes the class invariants. Similarly, in parallelgram- accessible. This can be used, for example, to ensure that

ming, it is common to restrict the operations permitted on jnjtialization methods are only invoked during a specific
an object during the times when it is accessible to multiple  construction phase.
threads; for example, one might require that an object be im-
mutable while it is shared between threads. Our type system allows each method to be checked
Despite the importance of time, most languages offer modularly, without the need for inter-procedural or whole-
only implicit means for interacting with it. There are no program analysis. Although they are rarely needed, we also
constructs for naming the period of time in which a block of allow checked “escape hatches” (similar to a checked down-
cast). These checks allow the user to assert that data is read
able or writable if the static rules prove to be insufficient.
The paper begins with a high-level overview of the inter-
Fermsion o ek el o et o ol o ar o or o personcl o, vals model. We then infroduce our type System and give
for profit or commercial advantage and that copies bear titismand the full citation series of examples demonstrating its various featurest, Nex

on the first page. To copy otherwise, to republish, to posteswess or to redistribute we present a formal model of our type checker and report on
to lists, requires prior specific permission and/or a fee.

OOPSLA/SPLASH10, October 17-21, 2010, Reno/Tahoe, Nevada, USA. our experiences using our implementation. Finally, we dis-
Copyright © 2010 ACM 978-1-4503-0203-6/10/10. . . $10.00 cuss related work and conclude the paper.
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void example(Lock 1) { class Subintervals(Interval parent, Lock 1) {

1
doX(); 2 interval a(this.parent) { /* code for a */ }
middle: { 3 interval b(this.parent) { /* code for b */ }
Subintervals sub = new Subintervals(middle, 1); 4 interval c(this.parent) { /* code for c */ }
doY(); 5 this.a hb this.c;
} // (Class "Subintervals" defined in Figure 2) 6 this.b hb this.c;
dozZ(); 7 this.c locks this.1;
8

} }

Figure 1. Inline subintervals. An interval is depicted by Figure 2. Asynchronous subintervals. Each interval is
two inward facing triangles. The numbers indicate the line drawn as two inward facing triangles. The lines (both dashed
number of the statement(s) represented by each interval.  and solid) represent tHeppens-beforeelation.

2. Summary of the I ntervals M odel These_lntervals are_fully ordered with respect to one ampthe

_ _ _ _ _ reflecting the ordering of the statements in the method body.
In this SectIOI’l, we introduce the core ideas of intervalg Th The nesting of inline intervals matches the nesting of
model we present here is based on earlier work [21-23] but sybstatements within compound statements. The statement
modified to better support the static type system that is the |apeledmiddle on line 3, for example, is a code block.

focus of this paper. . . _ Its interval is therefore the parent of the intervals for its
Intervals are first-class objects representing the slice of gypstatements.

program time used to execute some block of code. The code  The various inline intervals are all contained within a

associated with an interval can be anything from a single |arger interval labeledethod. method is a special variable
statement to an entire method. ~ representing the current activation of the method in which i
Intervals can be nested inside of one another, forming js ysed, much ashis represents the current receiver. The

a tree. An interval will not begin execution until its parent pethod interval is always the parent of the inline subinter-
has begun, and it must finish before its parent can finish. In ya|s from the method body.

addition, intervals may be related to one another through a | apeling a statement gives a name to its inline interval. It

happens-beforeelation. If intervali happens beforenter- also creates a local variable of typeterval, whose value
val j, theni must complete beforgcan begin. is the corresponding interval. The interval for the statetne
There are two distinct kinds of intervalsiline intervals middle, for example, is used in an expression on line 4.

presented in Figure 1, represent the control flow of sequen-  |njine intervals are usually used only during compilation.

tial code Asynchronous intervalpresented in Figure 2, rep- - They need only be instantiated at runtime if the interval is
resent parallel tasks. We explain each in turn. used in an expression.

2.1 Inlinelntervals: Sequential Code 2.2 Asynchronousintervals. Parallel Tasks

Inline intervals represent the execution of individual Asynchronous intervals are used to express parallel tasks.
statements within a method. They allow the programmer Asynchronousintervals and any dependencies between them
to reference and name the time in which different portions are declared as members of a class, as shown in Figure 2.
of the method will execute. When an instance of the class is created, its interval mem-

Figure 1 contains a methagkample () and a diagram  bers are instantiated as well and added to the scheduler for
showing the intervals for its statements. An interval is de- eventual execution.
picted with two inward-facing triangles. Lines (both daghe The syntax used in Figure 2 bears some explanation.
and solid) represent tHeppens-befonelation. The dashed  First, we make use of a streamlined, Scala-like [28] con-
box depicts asynchronous intervals. It will be explained in structor notation, where the constructor arguments appear
the next section, along with its contents. directly after the class name. These arguments are implic-

The statements from the methedample () each corre- itly stored intofinal fields of the same name. Line 1 of
spond to an interval in the diagram (labeled by line number). Figure 2 would therefore be written in standard Java as:



class Subintervals { 1 class Subintervals(Interval parent) {
final Interval parent; 2 int aResult guardedBy this.a;
final Lock 1; 3 interval a(this.parent) {
Subintervals(Interval parent, Lock 1) { 4 aResult = ...;
this.parent = parent; 5 }
this.1 = 1; 6
} 7 int bResult guardedBy this.b;
} 8 interval b(this.parent) {

. . 9 bResult = ...;
Lines 2—4 declare the interval members. The declarat1|oon

interval a(this.parent),forexample, creates an asyn;

chronous interval nameglwhose parent interval is the fielg, int cResult guardedBy this.c;
this.parent. This intervala is then accessible as a field, this.a hb this.c;

like this.a. 14 this.b hb this.c;

Note that the parent of the three subintervals comes firem interval c(this.parent) {
the class constructor. In this way, the class defines a burdle ~ cResult = process(aResult, bResult);
of related intervals, but the code which instantiates itaies ' ¥
where those intervals fit into the overall schedule. e}

Asynchronous intervals run during a second phase of
their parent interval. First, the parent interval runs gsa
ciated code. Once the interval's code has finished, its asyn-
chronous subintervals begin to execute. In the diagram in

Figure 2, this second phase is depicted by the dashed box,gas the results generateddgndb to compute its own re-
It is right-justified to indicate that the phase occurs atfter sult, which is safe due to the edgesc andb—c. This ex-

execution of the code associated vtrent. ample demonstrates a pattern similar to futures [16], where
To better understand how the execution of asynchronousgre is represented as the pair of an interval with itsltesu

intervals works, let us return to line 4 of Figure 1. Here, (a andaResult, for example).
the classSubintervals is instantiated with the interval Each field declaration is annotated withgaard ob-

middle as the value for thparent parameter. The resulting ject [23]. The guard object is a gatekeeper: it determines

schedule is shown in the diagram above the code: after linese intervals that are permitted to read or write the fields it
4 and 5 have executed, but before the block as a whole 'Sprotects. The guards in Figure 3 are all intervals. In the nex

complete, the subintervadsb, andc (now members oéub) section we will show how other kinds of objects, such as

will execute. All three intervals will have finished beforest locks, can be used as guards.

interval for line 7 executes. An inline interval can thus be When a field is guarded by an intervalit means that

used as a lexically scoped fork-join construct. _ the field can only be written bior by an inline subinterval
The final lines in Figure 2 declare special requirements ¢ ;  Asynchronous subintervals cannot write to the field

to the scheduler. Lines 5 and 6 extend tppens-before  pecayse there can be multiple asynchronous subintervals

relation with two new edges—~c andb—c. These edges  ,ciive at one time. However, because the parent's code will

[w}

Figure 3. Point-to-point synchronization with intervals as
guards.

ensure thas andb will complete before: begins & andb have finished execution before they begin, asynchronous
remain unordered with respect to one another). subintervals may safelgadfields guarded by their parents.
Line 7 associates the intervalwith the lock1. As a In addition to subintervals, fields guarded by an inteival
result, the runtime will automatically acquire the lotk can be read by any other intervaWwhich happens aftet.
beforec starts and release it afterends. Such an intervaj can also be sure that the fields guarded by

i are immutable, because they could only have been written

3. Thelntervals Type System by i and its subintervals, which have already finished.

This section gives an overview of the intervals type system.
We give a number of examples featuring common parallel 3.1.1 The Guard Interface

patterns, such as point-to-point synchronization or joik-  gpiects which will serve as guards must implement the
processing, and show how each case could be typed. Thesg,tarfaceuard. TheGuard interface defines three methods
examples serve not only to illustrate the features of oW SYS 14t can be used to dynamically check whether the guard

tem but also to demonstrate the variety of programs which yermits reads or writes from a particular interval, as well a
we can handle. whether the data protected by the guard is immutable at a
3.1 Data-RaceProtection particular point:

Figure 3 presents a modified version of thevintervals * g.permitsWr (i) checks whether the guagdpermits:
class where each interval generates a result. cTimerval to write to the fields guarded hy
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class Interval implements Guard {

boolean permitsWr(Interval current) { 'methOd 'map _________________ «— <«
return current == this E r—< .
|| current.inlineSubOf (this); workers ' L .
} E [—
boolean permitsRd(Interval current) { leeeceeceeeaeaaaad
return current == this
|| current.subOf (this) 1 class Tree(Guard wr) {
|| ensuresImm(current); 2 int value guardedBy this.wr;
} 3 Tree left, right guardedBy this.wr;
boolean ensuresImm(Interval current) { 4}
return this.hb(current); 5 class Compute {
} 6 void computeValue(Tree tree) {
} 7 assert tree.wr.permitsWr(method) ;
8
class Lock implements Guard { 9 map: {
boolean permitsWr(Interval current) { 10 /* create async. subintervals of map
return current.holdsLock(this); 1 that read tree.value, tree.left, etc */
¥ 12 }
boolean permitsRd(Interval current) { 13
if (current.holdsLock(this)) return true; 1 tree.value = /* reduce results from workers */;
for(Interval i : current.superIntervals()) 15 }
if (i.holdsLock(this)) return true; 6}
return false;
} Figure 5. Map-reduce-like pattern using a dynamic asser-
boolean ensuresImm(Interval current) { tion.
return false;
¥ users may wish to use a weaker ordering guarantee for better

¥ performance. This can be achieved through the use of a

custom guard, as discussed in Section 5.2.
No matter what ordering guarantees they make, all guards
must ensure that the following properties hold:

Figure 4. Implementation of th&uard interface for inter-
vals and locks.

1. Authorization to read or write cannot be revokdél a
check method succeeds for a given interval, then sub-
sequent checks for the same interval will also succeed.
This implies that there is never a need to invoke a check
method twice and that checks and accesses do not need
to be performed atomically.

* g.permitsRd (%) is the same but for reads.

* g.ensuresImm (i) checks whether the fields protected
by g are immutable for the interval This means that
by the time: executes, they will have reached their final
value and will not change again. Typically this occurs
because the guard is an interval whicappens before

i and thus will have finished wheris active. 2. Write and immutable imply readf an interval has per-

mission to write, or if the guarded data is immutable, then

Figure 4 demonstrates holmterval andLock objects the interval also has permission to read.

implement theGuard interface.Lock guards permit writes

from intervals holding the lock and their inline subintdsla 3. Inline subintervals can writelf an interval has permis-

sion to write, then its inline subintervals have permission

Reads are permitted from any subinterval of an interval
which holds the lock.

Normally, the built-in guards’ methods are never called: 4.
the compiler can figure out for itself whether they will suc-
ceed or not. They can still be useful, however, as a form of
dynamic “escape hatch”. The user can assert that the meth-
ods will return true, and the compiler will permit the cor-
responding accesses. If the assertion is false at runtime, a
exception will be thrown.

Our built-in guards ensure that writes are fully ordered
with respect to all other accesses. In some cases, however,

INote thatholdsLock () is true if an interval holds the lock directly or if
it is an inline subinterval of one that does.

to write.

All subintervals can readif an interval has permission
to read or write, then both its asynchronous and inline
subintervals have permission to read.

These constraints make it possible to write generic code

that works with any kind of guard. This same code can then
be applied to any data, no matter how it is protected. This
code can even contain parallelism. The ability to write such
code is essential to allow reusable libraries.

Figure 5 gives an example of reusable code implementing

a simple MapReduce-like [10] pattern. ThenputeValue ()
routine takes &ree argument and updates italue field.
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class Tree { into a ghost fieldir, declared on line 2. Ghost fields are un-

ghost Wr; typed, so the declaration consists solely of a name. We use
int value guardedBy this.Wr; capitalized names for ghost fields to distinguish them from
Tree[Wr=this.Wr] left, right guardedBy this.Wr; normal. reified fields

}

class Compute { From the perspective of the type checker, ghost fields

void computeValue( and reified fields are generally interchangeable. The main
Tree[Wr permitsWr method] tree) distinction is that ghost fields cannot be used within an

{ expression. This is because the ghost field is not present at
// "tree.Wr" is writable within the method. runtime, so there would be no way to find the corresponding

} object. Another distinction is that, because ghost fieldés ar
} untyped, they must be the final element in any path (for
example, the pathhis.Wr is legal, butthis.Wr. f is not).
Figure6. Ghost fields and wildcards. The value of a ghost field can be specified by using a type
annotation such asree [Wr=path]. Here, the[Wr=path]
annotation indicates that thie field of theTree instance is
equal to the object reached by following the pattih. An
example of such a type annotation appears on line 4, which
indicates that theeft andright fields both point tcoTree
objects whosair field is the same ashis.Wr. Ghost type
annotations are always optional. The unadorned Gt
refers to anyTree object, regardless of the value of its
ghost field.

Frequently, however, we do not wish to specify a pre-
cise value for a ghost field, but we do wish to impose
some constraints. As an example, consider the method
computeValue () defined on line 7 of Figure 6. This method
312 Ghost Fields takes as argument a binary treeee and performs some

modifications to it. The precise value of theee . Wr ghost

The clasSTree in Figure 5 used a fieldr to store its guard. 0|4 associated with theree is not important to the method.
Most classes, however, do not enforce synchronizationthem What is important is thatree . Wr should be writable.

selves, but rather rely on their caller to ensure they ard use
in a proper manner. In this case, storing the guard in a field is
not an optimal solution. Besides the obvious memory over-
head, it provides the caller with no way to verify statically
that the guard is writable.

Ghost field$ are a technique for rectifying this problem.
A ghost field is a field that is erased at runtime. The values
for an object’s ghost fields are specified when it is first cre-
ated and become part of its type. Because the caller knowsguard methods as well. as shown in the formalization in
the callee’s type, it also knows the values of the callee’s Section 4.
ghostfields, and so it can use those values as needed to verify
statically that writes and reads are permitted. 3.1.3 Method Requirements

It can also be helpful to think of ghost fields as a mixture
of a field and a generic type argument: like a field, they refer
to objects and are inherited by subclasses. Like a generic
type argument, their value is carried through the type of the » o : .
gtl)aject. ?AII ghost fields for a class must be b%und toy;)specific conditions can be specified wittnaethod requirement

object when an instance of the class is created and cannot be TWO examplgs appear in Figure 7 The first requirement,
changed thereafter. this.wr permitsWr method, specifies that the method

Figure 6 demonstrates the use of ghost fields. The con-may only be invoked if it is permitted to write fields guarded

structor argumentr from classTree has been converted by this.wr. The variablenethod here refers to the callee.
The second requiremenkthod inlineSubOf this.i,

2\We originally adopted the term ghost fields from RecJavatjaiour ghost states that the callee must be aninline subintervehat . i.

fields are somewhat different, in that they are inherited liytypes. The

Related Work section explains why we no longer use the pyratgmetric 3 Although ghosts are untyped, the gh@sthere could only be bound to a
model found in RccJava. guard object because only instancesaérd can permit writes.

As part of these calculations, the method creates various
asynchronous subintervals that usg€lue in a read-only
fashion.

tree.valueis declared online 2 as being guarded by the
guardtree.wr, which could be any kind of guard. Nonethe-
less, all the accesses taree.value are considered safe
by the compiler due to line 7, which asserts that the guard
tree.wr permits writes frommethod, the variable repre-
senting the interval for the current method invocation.sThi
enables the write on lines 14. It also implies that asyn-
chronous subintervals afethod may readtree.value.

To handle such scenarios, we support wildcard type an-
notations, which are similar to the wildcard type arguments
used in Java generics or the type constraints from Con-
strained Types [26]. Line 8 gives an example. The wild-
card annotation[Wr permitsWr method] specifies that
the ghost fieldwr is bound to some guard which permits
writes frommethod, but does not specify exactly which
guard that iS. Similar annotations can be used for the other

Ghost fields can be used to impose conditions on a method’s
arguments, but sometimes a method may wish to specify
other conditions that do not relate to its parameters. Such
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class Phases {
ghost Init;
int configField guardedBy this.Init;

class Compute(Guard wr, Interval i) {
int value guardedBy wr;

1

2

3

void computeValue() 4
requires this.wr permitsWr method 5 void setupMethod()

6

7

8

9

{ /* may write to fields guarded by this.wr */ } requires method inlineSubOf this.Init
{ /* Init in progress. */ }
void duringI()

requires method inlineSubOf this.i void eitherMethod()

{ /* may only be invoked during this.i */ } 10 requires this.Init permitsRd method

} 1 { /* Init may have completed. */ }

12
Figure7. Method requirements. 13 void constructedMethod()

14 requires this.Init hb method
15 { /* Init must have completed. */ }

In effect, this means that the method can only be invoked }

during the intervathis. i. 7

Method requirements always relate two paths. These Clas? Creator {
paths may begin witithis, the variablemethod, or any *  void comstruct() {
of the method parameters. The full set of relations that &an Phases[Init=init] obj;

appear in a method requirement is defined in our formali%a- ™t {
R . 2 obj = new Phases[Init=init] ();
tion in Section 4. . ]
. . . 23 obj.setupMethod() ; // OK.

When a method that_has requirements is overrldd.e.rbby obj.eitherMethod () ; // OK.
a suptype, the subtype is not allowed to declare .ad_d|tlozg1al obj.constructedMethod(); // ERROR.
requirements beyond those of the base class. This is neges- 3
sary for type safety, as the method could always be invoked obj.setupMethod() ; // ERROR.
through a pointer typed as the base class. The caller weuld obj.eitherMethod() ; // OK.
then be unaware of the additional requirements imposedsby obj.constructedMethod(); // OK.
the subtype. It is legal for subtypes to declare fewer reguie return obj;
ments than their supertypes, however. 8 ) i

32

3.2 Program Phases - -
_ Figure8. Use of theConstructor interval.
So far we have seen how to use intervals and guards to

protect against data races. However, the same machinery is ) ) ] ]
also useful in a purely sequential context. In this sectie, wards. This pattern is the intervals equivalent to a Java

show how to use intervals to separate the initializatiorspha  £inal field. Unlike thefinal keyword, however, an in-
for an object from its normal usage. terval guard can support_flelds which are _|m_mutab_le _durlng
Ideally, the class constructor should already encapsulatenormal operation but which cannot be initialized within the
the initialization phase for every object. In practice, lever, ~ constructor for whatever reason.
many objects offer methods for additional setup and config- "€ sécond class in Figure Breator, demonstrates
uration even after the constructor has returned. The Jaeaty NOW to create and initialize an instanceRifases. It des-
system is not strong enough to ensure that the normal meth/gnates an inline intervalnit as the value for thenit
ods of an object are not used until configuration is complete; 9N0St (note that inline intervals may be referred to at any
nor it is able to ensure that methods which should only be POint in the method). Withininit, any attempt to invoke
used in configuration are not used at other times. Using in- constructeddethod() results in an error, because the
tervals, it is possible to guarantee both of these propertie ~ Method requirement is not met. Aftenit has completed,
The basic idea is to use an interval to represent the initial- "OWever,constructedMethod () may be freely invoked,
ization phase. This interval is normally associated with an PUtsetupMethod () cannot.

object using a ghost field, as shown in Figure 8. The class  Although the clas®hases only defines a singlénit
Phases defines a ghost fieldnit which stores the initial- ~ Phase, this technique could easily be extended to multiple

ization interval. It uses method requirements to contratwh  OPject phases by adding more ghost fields or interval mem-
each method can be invoked relative to this initialization i~ °€rS-
terval. L

The field configField on line 3 is worthy of special 4. Formalization
mention. Because itis guardedtlyis.Init,configField This section presents the highlights of our type checker.
will be mutable during initialization but immutable after- Rather than give an exhaustive summary of each rule, we



cdecl
member
gdecl
fdecl
mdecl
req
idecl
Idecl
hbdecl
path
rel

trel
wecrel
Istmt
stmt

ty

class c(tysfs) extends c(paths { memberg

gdecl| fdecl| mdecl| idecl | Idecl| hbdecl
ghost £

ty f guardedBy path

void m(tysxs) reqs{ Istmts}

path rel path

interval £(path) { Istmts}

pathlocks path

pathhb path

x.fs

trel | werel | locks

sub0f | inlineSub0f | hb

permitsWr | permitsRd | ensuresImm | eq
x: stmt

xf=x

x=x.f

x =new c[fs eq pathg (xs)

x.m(xs)

assert x wcrelx

c[£s wcrels path$

Figure9. Grammar for Inter

non-terminals iritalics. Note thatthis andmethod are not
keywords in the grammar but treated as normal local variable
names.

Sequences are indicated by a trailingsoxs stands for
zero or more local variable names. Unless separated by a
semicolon (;), adjacent sequences indicate a sequence of
tuples. This notation is widespread but often surprising to
those who have not seen it before. As an exampyes,x's”
does not indicate a sequence of types followed by a sequence
of local variable names, but rather a sequencetpfx”
pairs. Similarly, fs eq pairs’ indicates a sequence of “
eq pair”tuples.

An Inter program consists of a series of class declarations.
A class declarationdeclfor a classc defines its constructor
arguments, supertypes, and members. A class member can
be a ghost declaratiomdec), a reified field {dec), an in-
terval memberiflecl), a lock orhappens-befordeclaration
(Idecl, hbdec}, or a methodrdec).

A method requiremerreqrelates two paths by a relation
rel. The relations are further refined into transitive relagion
trel and wildcard relationsvcrel. Only wildcard relations
can appear in a type. The meanings of the various relations

have chosen to explain at a high-level how two represen- gre:

tative examples would be typed. The first example demon-

strates how the type checker validates loading and storing * p sub0f ¢: Intervalp is a subinterval of.
into fields. The second example concerns dynamic assertions . p inlineSub0f ¢: Intervalp is an inline subinterval of.

and method requirements. The complete type rules can be

found in the Appendix.
Our type system guarantees that all field accesses would * g permitsWr i: g.permitsWr (i) would succeed.

be approved by the appropriate guard object and that all . ; ;ernitsRdi: g.permitsRd (i) would succeed.

method requirements are satisfied. We have proven that pro-
grams which use interval or lock guards are data-race free.
Of course, if the user provides their own guards, those guard

* phb ¢: The intervalp happens beforg.

* g ensuresImmi: g.ensuresImm (i) would succeed.
* p eq ¢: The pathg andq evaluate to the same object.

may permit data races. This is in fact a strength of our sys- « ; 1,cks I The intervali acquires the lock

tem, as some programs can permit race conditions to im-

prove performance without harming correctness.
The type checker is based on a language Inter, which iswith and without a label. As there are no nested expressions,
a highly simplified version of the syntax we have been pre- any intermediate results must be stored into a local vagiabl
senting in our examples. To keep the type rules concise, weThere are five kinds of statements: Field stores and loads set
have omitted any language feature that is not strictly nec- or get the value of reified fieldaew statements create new
essary. This includes such common features as compoundbjects. The full type of the new object must be specified, in-

statements likef or while and even method return values.

The nonterminallstmtandstmtcorrespond to statements

cluding precise (not wildcard) values for all ghost fieldsda

Inter also removes all syntactic sugar. References to fieldsthe constructor arguments must all be supplied. A method

must explicitly mention thehis pointer, for example, and

call x.m(xs) invokes a method on the receivex with the

all statements are labeled with a name for the correspondingargumentss. Finally, assertions that a guard permits writes

inline interval.

or reads are converted into a special form,dheert state-

One minor difference in notation between Inter and our ment.

examples is that the typeree [Wr=method] would be writ-
tenTree [Wr eq method] in our formal grammar. This is

Inter generally assumes that all names are unique and
methods are given in SSA form. The names of declared

because we wish to reserve the symbol “=" for lexicographic fields, interval members, and constructor arguments al liv

equality.

in the same namespace and must be unique from other names

The full grammar for Inter is shown in Figure 9. We use in the same class or any of its superclasses. Methods in a

the following lexical conventions: The terminalsf, m, and

subclass may of course override methods in a superclass.

x stand for class, field, method and local variable names, Finally, the names of all local variables, parametersgstat

respectively. Keywords are showntgpewriter font and

ment labels must be unique within a method or interval body.
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class Subintervals(Interval parent) {

gclass
this : Subintervals

this.a sub0f this.parent
this.b sub0f this.parent
this.a hb this.b

int aResult guardedBy this.a;
interval a(this.parent) {...}

int bResult guardedBy this.b;
this.a hb this.b;
interval b(this.parent) {
& (alsoincludesé iass)

bl : Interval

b2 : Interval

bl inlineSub0Of this.b

b2 inlineSub0f this.b

bl hb b2

bl: r = this.aResult;
Ep1 (also includeséy)
r : int

r eq this.aResult

b2: this.bResult
¥
}

=r;

Figure10. A simplified version of the clasdubintervals
from Figure 3, along with the environmentthat is deduced by
the type checker at each point.

These limitations simply make the type rules easier to under

all the tuples deduced from previous statements, as well as
those from the interval/method and class the statement is
contained in.

4.1.2 Classand Interval Environments

We begin the example by looking at the class environment
Euass This environment contains all the information that the
compiler can deduce from the class declaration. The cantent
of EassWill be in scope when checking all members of the
class.

The first tuple iNE¢jassiS this : Subintervals. This
simply records the fact that the local variableis has the
typeSubintervals.

The next two tuples declare théiiis.a andthis.b are
both subintervals othis.parent. These tuples were de-
duced by examining the parent declarations for each interva
member.

The final tuplethis.a hb this.b is based on the
happens-befordeclaration on line 6. If there were any lock
declarations, they would appear in the environment as well.

Next, we proceed to the intervaldeclared on line 7. The
box labeledt,, shows the tuples added to the environment
from b’s declaration. These tuples all relate to the inline
subintervals fob’s two statements;1 andb2. Each state-
ment has a corresponding local variable of typgerval,
as indicated by the first two tuples. The next two tuples spec-
ify that b1 andb2 are both inline subintervals afhis.b.
Finally, the last tuple gives theappens-beforerdering.

413 StablePaths
Because we never remove any tuples from the environment,

stand, they do not change the set of programs we can type inwe must be sure that tuples in the environment reflect facts

any meaningful way.

4.1 Example 1: Field Loadsand Field Stores

The first example we consider appears in Figure 10. It con-
sists of a class with two interval membeesandb. Both
generate a result happens aftera and copies’s result
from the fieldaResult into bResult. We will explain step-
by-step how the type checker checks the interval member

411 TheEnvironment £
The environmenf is the heart of the type checker. It records

that are always true as the program executes, and will not
become invalidated as fields are updated. This is done by
ensuring that all paths referenced from the environment are
stable Intuitively, a path is stable if the object it will evaluate

to at runtime cannot change.

Some paths are always stable. For example, a path that
consists only of a local variable, like or this, can never
change, since we do not allow variables to be reassigned.
Similarly, the paththis.parent on line 7 is stable because
the field parent is a constructor argument and therefore
immutable.

facts that the compiler has been able to deduce about the Other parts are only stable at certain times. For example,
code being checked. As the compiler proceeds through theconsider the fieldiResult, which is guarded by the interval

program, it adds new facts to the environment. Nothing is
ever removed.

The facts in the environment take the form of tuples.
These tuples can take two forms. Tuples Igah rel path
relate two paths. Tuples like: ty record the type for a local
variable.

In Figure 10, the new tuples that are deduced from each

a. When the class is first created, the interadlas not yet
executed, and seResult is not stable. Therefore we could
not add a path involvingResult to the class environment.
During the intervab, however, we know that has finished,
and therefore the fieldResult is immutable. That is why
the tupler eq this.aResult that appears idy, is safe.

In the rules that follow, the judgemefit- pathstableBy x;

statement or declaration are shown beneath it. When check-declares thapath is stable during the interval;. A path
ing a particular statement, the environmentin scope iredud  which is stable during; will also be stable for all intervals



STMT-LOAD
Erzxo:c reified(c, £) = (ty;; path,) O = [this — o]
& + ©(path,) stableBy x; & + O(path,) permitsRd x;

Erx: (x4 = %0.f) > € + (x4 : O(lyy))

STMT-LOAD-IMMUTABLE
Erzxo:ic reified(c, £) = (ty;; path,) O = [this — xo]
& + ©(path,) stableBy x; & + ©(path,) ensuresImm x;

Erx:(%qg = X0.£) > € + (x4 : O(ty;)) + (xqeq%0.T)

STMT-STORE
Erzxo:c reified(c, £) = (ty;; path,) O = [this — o]
& + ©(path,) stableBy x; & + O(path,) permitsir x;
E+ %y : O(tyy)

Er x: (%0.f = %) = &

Figure 11. Rules for checking the statements from Fig-
ure 10.0 represents a substitution.

thathappen aftek;. The definition of this judgement can be
found in the Appendix.

4.1.4 Checking Statements

Figure 11 gives the formal type rules for checking loads
and stores. Statements are checked with the judgegent

Istmt — &', where& represents the environment when the
statement starts arfll represents the environment after the

fined variablex,; has the same type as the field which was
just loaded.

The rule SMT-LOAD-IMMUTABLE adds an additional
tuple (x4 eq x,.f) to the environment. This tuple states that
x4 always contains the same objectgst. This tuple is safe
because the fieldlis immutable, and therefore any later load
of x,.f would yield the same result.

Returning to Figure 10, the statemebt on line 8
loads the fieldthis. aResult into the variabler. Because
aResult is immutable, this statement can be checked using
the rule SMT-LOAD-IMMUTABLE.

The first step is to find the guard path tResult, which
is declared on line 2 ashis.a. Thethis pointer here is
relative to the owner whose field is being accessed; in this
case, the owner is alsthis, so the guard path does not
change after substitution.

Proving that the guardhis.a ensures immutability for
the intervalbl can be done by observing two facts: first,
this.a happens beforehis.b. Second, the intervab1
is a subinterval ofthis.b. Therefore;this.a must have
finished wherb1 is active.

Because immutable fields are always readable, this state-
ment could also have been checked using the ralaT1S
LoAD. The only difference is that the resulting environment
would not include the tuple eq this.aResult. In this
example, this makes no difference, but we will see a case in
the next section where it is necessary.

Processing the store tResult in statemenb?2 is very

statement has finished. This judgement allows a statementimilar. The guard path in this case tais.b. Here the
to add tuples to the environment that may be used by latertype checker deduces thaitis.b permits writes from the

statements.

There are three rules in Figure 11. The first two rules
cover field loads. 8MT-LOAD can be used for any field load.
STMT-LOAD-IMMUTABLE is an improved version that only
applies to loads of immutable fields. It is always preferable
to apply the rule $MT-LOAD-IMMUTABLE when possible.
The final rule, SMT-STORE, covers field stores.

All three rules are very similar. They begin by invoking
the helper functiorreified(c, f) to determine the declared
typety, and guard patpath, of the fieldf being accessed.

The notation® = [this — x,] defines a substitution
function © which replaces instances ohis with the field
ownerx,. © is used to convert from the viewpoint of the
class declaration to the viewpoint of the method.

In order to access a field, the path to its guard must be

stable during the current statement This ensures that the

intervalb2 becaus@?2 is an inline subinterval ofhis.b.

4.2 Example 2: Assertions and Method Requirements

Figure 12 presents the second example, which shows
the interaction of dynamic assertions, method requiregsyent
and equivalence relations. As before, we have interspersed
the environment deduced at each point with the code it-
self. This time there are no interval members but instead
the class defines two methodssquireWritable() and
assertWritable(). The first method modifies the field
value. It requires that the guandr permit writes in order
to be invoked. The second method first asserts dynamically
thatwr permits writes and then invokes the first. We examine
each method in turn.

421 TheMethod requireWritable()

guard for a field cannot be reassigned while we are access-The methodrequireWritable() is interesting because it

ing the field itself. Furthermore, the guard must either perm

declares a requirement thiiiis.wr permitsWr method.

reads, ensure immutability, or permit writes, depending on This requirement is added to the method’s initial environ-

the rule. In the case of a store, there is the additional regui
ment that the value,, to be stored must have a compatible
type with the field.

Assuming all checks are successful, bothv$-LoAD
and SMT-LOAD-IMMUTABLE add a new tuple, : O(ty;)

to the environment. This tuple declares that the newly de-

ment&., ¢y, along with the tuples relating to the inline subin-
terval for the statementw1. As we will see in the next sec-
tion, in order to invokerequireWritable (), a caller must
first ensure that the requirement is true. Therefore, itfis sa
for requireWritable() to assume that the requirement
holds when it executes.
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class Compute(Guard wr) {
gclass

STMT-ASSERT

this : Compute € + x4 : Guard € + x; : Interval

E + x;: (assert xgwerelx;) - £ + (xq werelx;)
int value guardedBy this.wr;

STMT-MTHDCALP
void requireWritable() €+ xr:c  signaturgc, m) = (tys, xsu) reds,
© = [this — x,, method — X, XSpm — XSq]

requires this.wr permitsWr method Vi. & + O(reqs,(i)) Vi.E + xsq(i) @ O(tys, (7))

Ewo (alsoincludesé ioss)

this.wr permitsWr method Erx: (xrm(xse)) » €
rwl : Interval
rwl inlineSub0Of method Figure 13. Rules for checking the method
assertWritable().
{
rwl: this.value = ...; i . i i
} and appears in Figure 13. It simply assumes that the call will
succeed and adds the asserted tuple to the environment.
void assertWritable() { Finally, line 13 callsrequireWritable (). Method calls
Ewo (alsoincludes€cipss) — are typed by the rule ®4T-MTHDCALL. This rule must

validate that (a) the method requirements are met and (b)
the arguments to the method are of the correct type.

The functionsignaturéc, m) returns the typesys, and
namesxks, of the arguments as well as the method require-
mentsreqs,. The substitutio® is then used to convertto the

aw3 : Interval
aw3 inlineSubOf method

awl: wr = this.wr;
Eann (alsoincludes&.,o)

wr : Cuard viewpoint of the caller: references this are converted to
wr eq this.wr the method receiver; the interuadthod is converted to the
interval for the call statement; and the formal argumests
aw2: assert wr permitsWr method; are converted to their actual values, .
Eaz (also includeséant) The final two clauses ensure that the environngesap-

wr permitsWr method ports all method requirements and that the arguments have

the correct types. Note that we treat sequences as a func-
aw3: this.requireWritable(); tion from their index to their items. Therefore, the notatio
b reqs,(¢), for example, refers to thith method requirement.
i Returning to the call on line 13 of Figure 12, we see
that the invoked method has a single method requirement.
After substitution, the requirement ishis.wr permitsWr
aw3. The type checker can deduce that this requirement
is satisfied by combining several available facts: (1) the

Figure 12. A mixture of the clas€ompute from figures 5
and 7, along with the environment deduced at each point.

The statementw1 itself is a store to the fielgtalue. As variablewr and the patithis.wr both refer to the same
before, the checker must verify that1ue's guardthis . wr object; (2)ur permits writes bynethod; and (3)aw3 is an
permits writes from the statememts1. It is able to do  inline subinterval ohethod.
so by combining the tuplehis.wr permitsWr method This example highlights the importance of distinguishing
with the tuple rwl inlineSubOf method. Without the immutable fields. We were able to type this example because

method requirement, however, the type check would not We could reliably link the local variabler to the path
have succeeded, because there would be no way to showhis.wr.

thatthis.wr permitsWr method. .
P 4.3 Rules Concerning Ghosts

422 TheMethod assertWritable() One feature that did not appear in our examples was ghost
assertWritable() begins on line 11 with a load of the ~fields. Ghosts come into play in two places: checking types
field this.wr. The rule SMT-LOAD-IMMUTABLE from and judging relations between paths. The key rules are pre-

Figure 11 can be used, because the field being loaded is arfented in Figure 14 and explained in this section.

immutable constructor argument. Two tuples are therefore )

added to the environment, one declaring the variabland 431 Checking Types

another equating it with the immutable pafiis . wr. Because of its dependent type system, Inter does not have
Line 12 then performs a dynamic check thats writable. rules that compare two types in isolation. Instead, thegudg

The type rule fomssert statements is callediT-ASSERT ment& + path: ty is used to state that the paththhas the



T-VAR T-FIELD
(x:ty) e & €+ path: c reified(c, £) = (ty; ...)
Erx:ty € + pathf : [this — path|ty
T-SuB

E + path: cqyp Csubis a subclass of csup
Vi. € + pathfs(i) werelq(z) pathqz)
& + path : csup[fs werels path$

REL-WILDCARD
E + path, : c[..., fwcrelpath, ...]

& + path, .f werel path,

Figure 14. Rules related to ghost fields.

typety. The first three rules in Figure 14 define this judge-
ment.

Therules T-WR and T-HELD determine the type of local
variables and reified fields and should be self-explanatory.
The final rule T-®B defines the subtyping relation. It states
thatpathcan be assigned the type,,[fs wcrels path$ so
long as (a)pathis typable as some subclass,, of cgyp;
and (b) all the ghostss wcrels pathsapply topath For ex-
ample, given a patl.y and a typeTree [Wr permitsWr
method],we mustensurethat y.Wr permitsWr Method
is supported by the environmefit

4.3.2 Judging Relations Between Paths

The final rule in Figure 14, callediR-WILDCARD, is used

to determine that relation holds based on a wildcard. For ex-
ample, given a path. y with the typeTree [Wr permitsWr
method], this rule would allow us to conclude thaty.wr
permitsWr method. Thisrule istherefore the inverse of the
rule T-SUB we saw earlier: where T<8 only allows a type

to be given if a relation holds, B-WILDCARD assumes
that a relation holds based on a type.

4.4 Remaining Rules
We have only presented the highlights of the full Inter type

* O contains the set of points that have occurred thus far in
the execution. A point has the fori £ wheref is either
start,mid, Or end.

*» Whenx. start has occurred, the intervalhas com-
menced execution.

* Whenx.mid has occurred, the interval’'s code block
is complete and so asynchronous subintervals may
commence execution.

* Whenx.end has occurred, the interval has com-
pleted execution in its entirety.

* A : x — Istmtsmaps an asynchronous intervalo its
statementfstmts

The data-race theorem itself rests on three main lemmas.
The first is a standard preservation lemma showing that ev-
ery step from a well-formed machine state results in another
well-formed machine state. The second lemma states that
given a well-formed machine stat¢; O; A), a guardx,,
and two intervals, x" such that + x, permitsWr x and
€+ x4 permitsRd x’,x mustbe ordered with respecttt
That is, any interval permitted to write must be ordered with
respect to all other intervals granted access (read or)write
The final lemma is analogous to the second, but applies to
guards specified by a full pathath,, not only a single lo-
cal variable. These three lemmas are then combined to show
that, in every execution beginning from a well-formed ma-
chine state, all writes to a given field are ordered with respe
to all other accesses of that field.

The proof is largely straight-forward, but there is one
subtle point concerningull pointers. Imagine a method
with a parametex that had the typ&ree [Wr permitsWr
method]. If null were given as a parameter of this method,
then rule REL-WILDCARD can still be used to judge that
x.Wr permitsWr method, even though the value of is
in factnull (and thusx.Wr was never bound to a specific
object). The reason this does not permit race conditions is
that REL-WILDCARD is the only rule which can apply to

system here. The complete rules are published in the ap-Such @ path, and therefore a non-existent guard can only

pendix.

4.5 Proof Outline
In this section, we briefly outline the proof that our type

system prevents data races. The complete proof, along with

the operational semantics of Inter, is available on our web-

site [1]. For the purpose of the proof, we assume that users

are only using the built-in guards.
A machine state in the operational semantics is repre-
sented as a tupl€( O; A):

allow writes by at most one intervatéthod, in this case).

5. Experience

Prototype versions of the intervals runtime and type checke
are available on our website [1]. We have implemented a
complete checker for our type system based on an expanded
version of Inter, the language used in our formalization:. Ou
type checker supports the core features of Java, such as
generic types with wildcards or multiple inheritance in the

* £ is arestricted subset of the environmentused in the typeform of interfaces. It omits features, like anonymous @ass
check rules. It records the names of intervals and other that can be emulated by source-to-source translation.

objects that have been created along with hhppens-
beforerelation, interval hierarchy, and what locks must
be held.

We have used our implementation to check a number of
representative examples of different parallel pattenedud-
ing fork-join, point-to-point, and lock-based synchraaiz



tion patterns. None of the examples require dynamic checks

. . join
or assertions of any kind. >—. ---------- | ol p[lep[Zjl --------- 4
1. .BBPC is a bounded-buffer.prO(I:iucerTconsgmer. Interest- AIPRGLIY col . cll] e
ingly, although such a design is typically implemented e ] S O
with locks, the intervals implementation is lock-free. . next pointer
It relies solely on creatindpappens-beforedges. Sec-
tion 5.1 will explore BBPC in detail. 1 abstract class Stream {

Stream next guardedBy inter;

. . 2
2. TSP is a parallel solver for the travelling salesman prob- .~ o 4 o a1 inter;

lem. It uses asynchronous intervals to exhaustively gx- y

plore all possible paths and find the shortest one. The

TSP example is interesting because it makes use of many// this == c[i], prod == p[i]

different kinds of guards, including a custom guard that class Consumer(Interval parent, Producer prod)
permits data races under controlled circumstances. Secextends Stream {

tion 5.2 will cover these guards in detail. o prod.inter hb inter; // pl[il -> c[i]
. . . . 10 . interval inter(parent) {
3. SORis animplementation of the successive over-relaxati /* consume prod.result */

method for solving linear systems of equations. It is ip- next = new Consumer(parent, (Producer)prod.next);
plemented in a fork-join style, where each round is pro- 3 3

cessed to completion before beginning the next round.

The matrix is divided into two parts, red and black. Eagh // this == p[il, cons == c[i-2]

round first writes to red while reading from black, and class Producer(Interval parent, Stream cons)

then does the opposite. This example makes use of & li-extends Stream {

brary class for encapsulating arrays which we have fiot 0bject result guardedBy inter;
discussed in this paper 19 cons.inter hb inter; // c[i-2] -> pl[il

o ) ) ) 20 interval inter(parent) {
4. Life is an implementation of Conway’s Game of Life. We result = /* produce item */;
divide the board into tiles and create an interval per tile next = new Producer(parent, cons.next);

per round. Each intervdlappens aftethe neighboringzs 1} }
intervals from previous rounds, thus allowing it to read

the results which they generate. 25 class DummyConsumer (Interval parent)
26 extends Stream {
27 Stream link guardedBy parent;
5.1 Bounded-Buffer Producer-Consumer 28 interval inter(parent) {

29. next = link;
Bounded-buffer producer-consumers are very common in

parallel systems. The idea is to have two independent Eiar-

allel tasks. Traditionally, the producer task writes da®i,, 1,55 Start {
a buffer and the consumer reads it out. If the producer pt0-  void main() {
duces items faster than the consumer can consume them, the  join: {

buffer will eventually become full. This causes the produee DummyConsumer one = new DummyConsumer (join);

to wait until the consumer has caught up. Most implementa- DummyConsumer two = new DummyConsumer(join);

tions use locks on the buffer to coordinate the two workers. Producer prod = new Producer(join, onme);
The intervals version, shown in Figure 15, performs the one.link = two;

same task, but does so quite differently. There is no cenfral two.link = new Consumer(join, prod);
buffer and thus there are no locks. The producer and ¢bnt T}

sumer are repregented as streams of intervals; each ihterva Figure 15. BBPC
represents the time to produce or consume one particular

item. In the diagram, these intervals are given names like

p[i], meaning the producer of theh item, ance [, mean- 2. Edges likec [i — 2] »p[4] ensures that the producer for

ing the consumer of theh item. item will wait until item i — 2 has been consumed. This
Happens-beforedges are used instead of locks to C00r-  qrresponds to a bounder buffer size of 2. These edges

dinate the timing between producer and consumer: result from the declaration on line 19.

1. Edges likep [i] —»c [i] ensure that the consumer of item The base clasStreanm is used to define a single link in

¢+ will wait for the producer of item. These edges result  a stream of intervals. Each link has a corresponding interva
from the declaration on line 9. inter, which is defined abstractly and therefore must also



be defined in each subclass. Whitter executes, it will Whenever a worker finds a complete path that visits all
create the next link in the stream and store it into the field nodes, it acquires a lock and checks to see whether this is
next. That means that the produqeli], for example, cre-  the shortest path found so far. At the same time, it updates a
atesp [i + 11, which in turn createg [ + 2], and so on. heuristic field that stores the length of this path.

The classeBroducer, Consumer, andDummyConsumer If a worker ever finds that the path it is exploring is
all extendStream. We first describe howroducer and already longer than the shortest path, then it simply stops
Consumer Work in the steady state, then discDssmyConsumer, and proceeds to the next path in the priority queue. This
which is used only to bootstrap the system. avoids expanding paths that cannot possibly be shorter than

The Producer andConsumer classes are each parame- the current solution.
terized by a link from the opposite stream. This link isused  The TSP example uses three kinds of guards in total:
to create the incomindgpappens-beforeedges. Each con-
sumerc[i] expects to be created with[i] as argument,
whereas each producgfi] expects the consumeii — 2]
from two items back.

When theConsumer’s interval executes, it begins on line
11 by reading the data which was produced produced. It then
creates the next link in th@onsumer stream,c[i + 1]. It

Interval Guards: Because each partial path is only mutable
during initialization, and are shared freely afterwards,
they are perfect candidates for an interval guard. The
type checker ensures that the interval guard must have
completed before the object is placed into the queue, and
so all shared paths are immutable.

usesprod.next to obtain the next produc8Producer is Lock Guards: Because they must be modified repeatedly

similar but it begins by producing data instead. by concurrentintervals, the shared queue and field storing
The clasDummyConsumer is used to bootstrap the pro- the shortest path are protected by a lock.

ducer and consumer streams. The problem is thabaucer, Custom Guards: A custom guard is used for the field

when created, expects to be given tsumer from two which stores the shortest path length. This guard allows

items back. But for the first two producers, there is no such  access from any thread. This guard permits data races,
consumer! Therefore, we create two instances of the class but as the field is used merely a heuristic, this cannot af-

DummyConsumer. A DummyConsumer interval doesn’t do fect the program’s overall correctness. Because this field
any actual work, it simply sets theext pointer to the value is read very frequently, acquiring a lock for every access
in its field 1ink. By creating moreDummyConsumer in- would be far too expensive.

stances, the example could be adjusted to allow an arbitrary

“buffer size” instead of only 2. 6. Redated Work

DummyConsumer expects the fieldlink to be initial-
ized by the intervaparent. DummyConsumer’s interval can 6.1 Lock-based Type Systems
therefore read the field safely, because it does not beginThe closest ancestor to our system are the type systems
execution until its parent’s code has executed. In the classfor enforcing the consistent use of locks found in systems
Start, two DummyConsumer instances are instantiated. The like RccJava [2], Cyclone [15], or SafeJava [7]. Our work
parent for both is the inline intervgbin. On lines 38 and ~ generalizes these approaches to support a variety of data-

39, the two link fields are initialized as shown in the diagram race protection schemes, rather than merely locks. We also
integrate thenappens-beforeelation into the type system,

5.2 Useof Guardsin the TSP Solver allowing us to check lock-free programs as well. One of the
effects of this is that we do not need special case treatment
for thread-local data or immutable objects.

Another difference between our work and earlier systems
is our treatment of ghost fields. All of the systems cited
above used a dependent type system of some kind that al-
lowed types to be parameterized by objects. Most of these
systems were modeled on traditional generic types, only

The parallel solver for the Travelling Salesman Problem is
the most complex of the example implementations. One of
the interesting aspects of TSP is that it uses a variety of
techniques for protecting the shared data, including casto
guards that permit controlled data races.

The solver is based around asynchronous worker inter-
vals that share access to a priority queue storing pargaHy

plored paths. Each worker extracts the most promising pathWith objects substituted_ fgr types. We initially_ tried tiaip-
from the queue and extends it by one step, resulting in a Setproach but found that it interacted poorly with other Java

of new paths (one for each node that is not yet in the path). feature;s,dpﬁrticularly gen_eric ctjytpes_. Inherite:jtr?hosdgfﬂs
Each new path is initialized and then inserted into the prior presented here were designed o circumventthe problems we

ity queue for other workers to extend. Once a path is insertedenf:(.)unterleg'd irates th ¢ bl
in the queue, it is never modified again. igure emonstrates the most severe problem we en-

countered with a parametric system, which concerned in-
i <T>. i i
4Here we use a downcast froftream to Producer. The actual imple- terfaces |Ik&omparable T>. Annotating such an interface

mentation uses generic types instead, but we avoided thesrtdkeep the in our Cu”_'ent_ design is straightforward (as Sh(_)W”)- In a
example simple. parameterization-based system, however, there is no way to
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// The inherited ghost field system we use itives is often the primary concern. Our work in contrast is
// can easily refer to a ghost field of o: intended to be a modular type system that programmers use
interface Comparable<T> { while writing parallel programs.

int compareTo(T o) Rather than detecting data races, some work focuses on

requires this.Wr permitsRd method . . . .
i ) enforcing higher-level properties such as method atomic-
requires o.Wr permitsRd method;

} ity [13] or higher-level data races [5, 9, 17, 31]. Our use
of guards helps to avoid high-level data races, because re-

// A traditional, parameterization-based approach lated fields tend to be protected by the same guard and thus

// cannot express that OWr is associated with o: modified atomically.

interface Comparable[Wr]<T> { SharC [4] defines annotations that can be used on C
[0Wr] int compareTo(T o) structures to identify thread-local, read-only, or shateth.
requires Wr permitsRd method They employ a simple means of parameterization, but for
requires OWr permitsRd method; complex cases rely on a dynamic monitoring system.

¥ Jade [29] and Serialization Sets [3] are two projects

which use programmer-provided specifications to dynam-
ically parallelize a program. Their specifications reseambl
the ones which we use, but their purpose is quite different.

Figure 16. The difference between guards inherited by de-
fault and those that must be passed explicitly through super

types. Fractional permissions [8, 30] have been used as an alter-
native to effects for detecting races. Because fractioagl p

refer to the ghost fields of the parameteunless type vari-  missions allow exclusive access to be parceled out to many

ables likeT can themselves be parameterized (in most sys- threads but later reclaimed, they can handle objects which

tems, only classes can have type parameters). are only temporarily shared: however, they are limited key th

62 Effect Systems abilit_y_of the compiler to pair up which threads are forked
and joined.

Many projects have applied effect systems towards detgctin -~ Delayed types [12] introduced a notion of time with the
data races [6, 14, 18, 25], including prior work by the cutren aim of addressing object initialization. In their systermacle
authors [20]. Effect systems have the characteristic thette  object has an associated time by which it will be fully ini-
method summarizes the regions of memory that it might tialized, similar to theConstructor interval discussed in
access as part of its signature. When multiple threads areSection 3.2. Their type system is otherwise quite different
executed, the system must guarantee that the regionsaffect from ours. Times are not first-class objects and cannot be
by different threads are disjoint. If they are not, an ersor i used to create parallelism. Furthermore, times are not ex-
reported. However, and this is the key difference with our posed to the user but rather introduced by the type system in
system, neither of the conflicting routines is wrong in and a stylized fashion.
of itself. It is only their composition that is incorrect. trur Constrained types [26] allow users to annotate types with
system, in contrast, at least one of those conflicting restin  constraints that specify what values their fields possess or
must be accessing fields without permission from the guard. other criteria. These constraints are very similar to oud-wi
Therefore, each routine is only concerned about proving tha card type annotations, but applied to more general con-
ititself is safe, and not for what others might do. straints such as the range of values an integer may possess.
Both approaches have their advantages. An effect systenTheir constraints also apply to reified fields, whereas ours
can theoretically permit greater re-use, assuming thewvari  are currently limited to ghost fields. Their work and ours
challenges towards effectively modularizing and absimgct  complement each other and could be fruitfully combined.
effect and region declarations are overcome. Our system, Qur use of inherited ghost fields is reminiscent of virtual
on the other hand, (a) has no need of an alias analysistypes, an alternative to parametric polymorphism supglorte
and (b) supports localized dynamic “escape hatches,” whichpy languages such as Scala [27] and Beta [19]. In these
we view as an essential feature. In an effect system, inanguages, a class can declare an abstract type member that
contrast, a method cannot check dynamically whether anis inherited by subtypes.
access is conflicting unless the other potentially coneiirre
methods also use dynamic checks (otherwise the necessar% .
information is not present at runtime). . Conclusion
_ Despite its importance, time is generally a second-cldss ci
6.3 Other Static Analyses zen in programming languages. It is possible to tell the com-
A number of whole program analysis techniques [11, 24] piler the types of a method’s arguments, but not when it
have been applied to data-race detection. Such analyses gershould be invoked. Similarly, the compiler knows the type
erally must process a large codebase with little to no anno-for each field, but not when it will be initialized. At best, a
tation, so the speed of the analysis and the rate of false posianguage may offer ad hoc techniques such as constructors



or final fields, which encode a few common patterns but [12] M. Fahndrich and S. Xia. Establishing object invatgawith
cannot be generalized. delayed types. IOOPSLAACM, 2007.

In this paper, we have presented an approach for giving [13] C. Flanagan, S. N. Freund, M. Lifshin, and S. Qadeer.e$yp
users the ability to name and describe time in their programs for atomicity: Static checking and inference for JavaCM
Our system unifies sequential and parallel control flow into Trans. Program. Lang. Sys80(4), 2008. ISSN 0164-0925.
one construct, the interval. Through a static type systeen, w [14] A. Greenhouse and W. L. Scherlis. Assuring and evolving
allow users to choose when and under what conditions a field concurrent programs: annotations and policylGSE ACM,
should be modified or a method should be invoked. We have 2002.
proven that our type system protects against data races. Wg15] D. Grossman. Type-safe Multithreading in CycloneTLDI.
demonstrate that these same techniques can be reapplied to  ACM, 2003.
to enforce phases in an object’s lifetime. [16] R. H. Halstead, Jr. MULTILISP: a language for concutren

We have focused on creating a practical system. Tools symbolic computation ACM Trans. Program. Lang. Sys¥.
like ghost fields and method requirements help users enforce  (4), 1985. ISSN 0164-0925.
their desired protocols with zero runtime and memory over- [17] B. Jacobs, F. Piessens, K. R. M. Leino, and W. Schultée Sa
head. Similarly, because no type system can describe all pro Concurrency for Aggregate Objects with InvariantsSEFM
grams, we allow users to insert checked assertions aboutthe  IEEE Computer Society, 2005.
program schedule. As demonstrated in our experience sec{1g] J. M. Lucassen and D. K. Gifford. Polymorphic effect sys
tion, however, the type system is expressive enough thhat suc tems. INPOPL ACM, 1988.
checks are rarely needed. [19] O. L. Madsen and B. Mgller-Pedersen. Virtual classgsve-
erful mechanism in object-oriented programming. Q@P-
SLA ACM, 1989.
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A. Complete Typing Rulesfor Inter
A.1 Lexical Conventions
* The terminals, £, m, andx stand for class, field, method and local variable namesentisly. Non-terminals are shown
in italics.
* Sequences are indicated by a trailingUnless separated by a semicolon (;), adjacent sequentieatin a sequence of

tuples. Sequences are a function from their index to thesint Thereforexs (i) indicates theth variable in the sequence.
We use the notatio(F'(:)[¢) to mean a sequence whose items&(e), F'(2), etc.

* The notatior® = [x — path] defines a substitution functid® which replaces instances of the variabhith the pathpath
O can be applied to type®(ty)) or method requirement§)(req)).

. fold .. . . .

- The notation€ + Istmts — En indicates apply the judgemeéit Istmt — £’ to each statement ilstmtsin turn. The

initial environment is£. Thereafter, the resuft’ from each statement is used as the initial environments@uitcessoE v
represents the final environment.

A.2 Summary of Judgements

& + path: ty pathhas typety in €
& + pathstable Value ofpath cannot change
£ + pathstableBy x; Value ofpath cannot change once intervg starts
& + ty stableBy x; Typety only references paths that are stable dutipg
€ +regstableBy x; Requirementeqonly references paths that are stable duskng
Erreq req= path rel pathis supported by¥.
c : OK Definition of classc is sound.
&+ Idecl : 0K Lock declaratioddeclis sound inf.
& + hbdecl : 0K Happens-beforeeclarationhbdeclis sound inf.
&+ fdecl : 0K Field declaratiorfdeclis sound inf.
&€ + mdecl: 0K Method declaratiomdeclis sound inf.
& + (tysxs) reqsoverrides mdecl Override ofmdeclwith signature(tysxs) regsis sound.
& +lIstmt— &’ Labeled statemenstmtis sound inf.

The next statement should be checkedin

A.3 Helper Functions
* The functionsgdeclgc), fdeclqc), ideclqc), hbdeclgc), andldeclg c) return the corresponding declarations from the
body of class.

- reified(c, £) = (ty; path) yields the typety and guard patipathfor the fieldf defined in the class or a superclass. No
substitutions are performed.ifis a constructor argument or interval member, then the apeaiiablefinal is returned

as its guard path.

* signaturéc,m) = (tysxs) regsyields the parametefsysxs) and requirementeqgsdeclared for the classin the class:
(or a superclass, # does not override). No substitutions are performed.

* overridegc,m) = mdeclsyields the list of method declarations with nam&om superclasses af

A.4 Typing Paths

T-VAR T-FIELD
(x:ty) e & £+ path: c reified(c, £) = (ty; ...)
Erx:ty € + pathf : [this — path]ty
T-SuB

E + path : cgyp Csupis a subclass of csup Vi. € + pathfs(i) werels(z) pathq)
& + path : csyp[£s werels path$




A5 Stability

PATH-STABLE-ALL

PATH-STABLE-LV
x; fresh & + pathstableBy x;

(x:ty) e &

PATH-STABLE-GHOST

£ + path, stableBy x; €+ path, : ¢ f € ghostgc)

£ + pathstable € + xstableBy x;

PATH-STABLE-REIFIED

€ + path,.f stableBy x;

€ + path, stableBy x;

E rpath, : c reified(c, £) = (...; pathy) © = [this — path,] & + ©(path,) stableBy x; & + ©(path,) ensuresImm x;
& + path,.f stableBy x;
TY-STABLE REQ-STABLE

fs ¢ ghostgc) Vi. € + pathgi) stableBy x;
& + c[fswcrels path stableBy x;

A.6 Relations (All)

REL-ENV
(path, rel path,) € £

REL-TRANS
& + path, trel path,

£ + path; stableBy x;

£ + path, stableBy x;

& + path, trel path,

& + (path, rel path,) stableBy x;

REL-WILDCARD
E v path, : c[..., fwcrelpath, ...]

& + path, rel path, & + path, trel pathy

A.7 Relations(eq)

EQ-SYMMETRIC

EQ-SELF & + path, eq path,

& + patheq path

& + path, .f wcerel path,

EQ-EXTEND
& + path; eqpath,

& + path, eq path,

EQ-REL
£ + path; eq path

& + path, eq patt,

& + path, .f eq path,.£

& + path, rel patt,

€ + path, rel path,

A.8 Relations (hb)

HB-SUB-LEFT
& + path, sub0f path, & + path, hb path
& + path, hb path

A.9 Relations (all guards)

RBY-WBY
& + pathy permitsWr path;

RBY-IMMUTABLE
& + path; ensuresImm path,

HB-SuB-RIGHT
& + path, sub0f path, & + pathhb path,

& + pathhb path,

WBY-INLINE
€ + path; inlineSub0f path, & + path, permitsWr path,

& + pathy permitsRd path; & + path, permitsRd path;

RBY-SuB
& + path; sub0f path,

& + path, permitsWr path;

& + path) permitsRd path,

& + pathy permitsRd path;

A.10 Relations (built-in guards)

IMM-INTERVAL
WBY-INTERVAL

& + path, permitsWr path,

Er pathg hb path;

WBY-Lock
€ + path; locks pathg

Er pathg ensuresImm path

IMM -FINAL

& + path, permitswr path;

£ + final ensuresImm path;



A.11 Declarations

CLASS-OK
idecls(c) = interval fs(pathg { ... }

E. = [this : c] + ldeclg(c) + hbdecl§c) + (this.fs(¢) sub0f pathgs) | i)
Vi.Ec; ¢ + hbdeclgc)(i) : OK
Vi.E; ¢ + Idecls(c) (i) : OK Vi.E; ¢ + fdeclqc) (i) : OK Vi.E&; ¢ + mdeclgc) (i) : 0K Vi.E; ¢ + idecls(c) (i) : OK
c: 0K

Lock-DEcL-OK
& + path; stable & + path, stable & + path; : Interval € + path, : Lock

&; ¢ : path; locks path, 0K

HB-DECL-OK FIELD-OK
& + path; stable £ + path, stable & + path; : Interval & + path, : Interval & + pathstable £ + tystable
&; c : path; hb path, 0K & + tyf guardedBy path : 0K

INTERVAL-OK
& + pathstable &€ + path: Interval this.f; £ + Istmts: 0K

&; ¢ + interval f(path) { Istmts} : 0K

METHOD-OK
&1 + (method : Interval) + (xs(7) : tys(s) | ¢) + reqs= &
Vi.&n + reqq(i) stableBy method Vi.E&n + tys(i) stableBy method
overridegc, m) = methods Vi.&n + (tysxs)reqsoverrides methods(7)
method; &, + Istmts: OK

&1 + voidm(tysxs) regs{ Istmts} : OK

METHOD-OVERRIDE-OK
O = [xsp — xsp ] Vi.E + @(reqsp) + reqs,(z) w.@(tysp(z')) = tys,(2)

& + (tys, xsp) regs, overrides voidm(tys, xsp) regs, { ... }

A.12 Statements
LSTMTS-OK
Istmts = (xs: ...)

&2 = &1 + (xs(i) : Interval | i) + (xs(i) inlineSubOf pathy, | ¢) + (xs(i-1)hbxs(3) | i)
fold
Ey + Istmts —> EN
pathy,; &1 + Istmts: 0K

STMT-STORE

Erx0:cC reified(c, £) = (ty;; path,) © = [this — xo] & + ©(path,) stableBy x; & + ©(path,) permitsir x;
&+ xy : O(ty,)
Erx: (x0.f =%y) = &
STMT-LOAD

Erxo:cC reified(c, £) = (ty; path,) © = [this — xo] & + O(path,) stableBy x; & + O(path,) permitsRd x;
Erx: (xg = X0.f) > € + (x4 : O(y;))

STMT-LOAD-IMMUTABLE
Erxo:c reified(c, £) = (ty; path,) © = [this — x| & + ©(path,) stableBy x; & + O(path,) ensuresImm x;

Erxp: (g = %0.£) > € + (x4 1 O(ty;)) + (x4 €q%0.1)

STMT-NEW
Vi. € + pathgi) stableByx; & + (x4 : c[fseqpathg) = &  ctor(c) = tys, Vi. & + xs4(4) : [this — xgq]tys.(i)

€+ x: (xg=newc[fseqgpathg) (xsq) — &

STMT-MTHDCALL
Erzxric signaturdc, m) = (tys, xsn) reqs,
© = [this — x,, method — Xj, XSp — XSq] Vi.E + ©(regs,()) Vi. & + xsq(1) : O(tys,(4))

E+ x: (xrm(xsq)) —» €

STMT-ASSERT
€ + x4 @ Guard € + x; : Interval

E + x;: (assert xgwerelx;) - £ + (x4 Werelx;)




